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Abstract—The article addresses the problem of monitoring and control of electrical energy consumption
using Internet of Things technologies. A conceptual architecture of an automated system integrating
electrical parameter measurement devices, microcontroller-based control, wireless communication
technologies, cloud services, and remote load management mechanisms is proposed. Existing energy
monitoring solutions are analyzed, and their major limitations related to insufficient integration of
automatic control functions, high deployment costs, and dependence on proprietary platforms are
identified. The general system architecture and automation structure are developed based on a closed-loop
control system with negative feedback. The residential electrical network is considered as the controlled
object, while active power consumption is selected as the controlled variable. A measurement subsystem
based on the HLWS8032 energy metering integrated circuit is proposed for real-time acquisition of voltage,
current, power, and energy consumption parameters. Algorithms for data acquisition, transmission,
processing, and automated load disconnection under overload conditions are developed. The proposed
approach can be applied to the development of intelligent energy management systems for residential and
small-scale commercial applications. Experimental validation and performance evaluation of the
developed system are considered as subjects of future research.

Keywords—Internet of things, energy monitoring, energy management, embedded systems, ESP32,
HLW8032, cloud platform, automatic control systems.

[. INTRODUCTION

The rapid growth of electrical energy
consumption has become one of the major challenges
facing modern power systems. The increasing
number of electrical appliances, widespread adoption
of smart home technologies, electric vehicles, and
industrial automation systems continuously raise the
demand for electrical energy worldwide [1] — [3].
According to recent energy market analyses, global
electricity consumption is expected to maintain
steady growth over the next decade, creating
additional pressure on existing power generation and
distribution infrastructures.

In parallel with the growth of electricity demand,
energy prices continue to increase in many countries.
Rising operational costs of energy generation,
modernization of aging electrical infrastructure, and
integration of renewable energy sources have
significantly affected electricity tariffs for residential
and industrial consumers. These factors have
increased the importance of energy efficiency and

rational energy management in both domestic and
industrial environments [4].

Traditional electricity metering systems are
primarily designed for billing purposes and typically
provide only aggregated information about consumed
energy [5]. Although modern smart meters improve
data accessibility, they often do not offer detailed
real-time monitoring, remote control capabilities, or
advanced analytical functions required for efficient
energy management. As a result, users frequently
lack sufficient information to identify inefficient
consumption patterns, detect abnormal operating
conditions, or optimize energy usage.

Recent advances in the Internet of Things (IoT) [6]
have enabled the development of intelligent
monitoring systems capable of continuously
collecting, transmitting, processing, and visualizing
energy consumption data [7], [8]. By integrating
sensors, microcontrollers, wireless communication
technologies, and cloud computing services,
IoT-based systems provide real-time access to

© State University “Kyiv Aviation Institute”, 2026
http:/jrnl.kai.edu.ua/index.php/ESU

This work is licensed under a Creative Commons Attribution 4.0 International (CC BY 4.0)


http://jrnl.nau.edu.ua/index.php/ESU

154

ISSN 1990-5548 Electronics and Control Systems 2026. N 3(89): 153-162

electrical parameters and enable remote control of
connected devices. Such systems can significantly
improve energy efficiency, reduce operational costs,
and increase the reliability of electrical installations.
Cloud computing plays a key role in modern IoT
architectures by providing scalable infrastructure for
data storage, processing, visualization, and device
management [7], [9]. Various cloud platforms,
including Blynk, ThingsBoard, and Microsoft Azure
IoT, offer different approaches to implementing loT
applications, each with specific advantages regarding
scalability, deployment complexity, functionality, and
operational costs. Therefore, selecting an appropriate
cloud platform becomes an important stage in the
development of energy monitoring systems.

II. LITERATURE REVIEW AND PROBLEM STATEMENT

The increasing complexity of modern electrical
systems and the continuous growth of electricity
consumption require the implementation of advanced
monitoring and control technologies [1] — [4].
Although conventional electricity meters provide
information about total energy consumption, they do
not support continuous real-time monitoring, remote
supervision, or intelligent load management
functions [5], [10] — [12]. As a result, consumers
often have limited information regarding the
operational state of electrical networks and the
efficiency of energy utilization.

The rapid development of Internet of Things
technologies has stimulated significant research
activity in the field of energy monitoring and
management systems. Karthikeyan and Bhuvaneswari
[13] proposed an IoT-based real-time residential
energy meter monitoring system that enables remote
acquisition and visualization of energy consumption
data. The developed solution demonstrates the
feasibility of integrating energy metering devices with
cloud services; however, the system is primarily
focused on monitoring functions and does not provide
automated load control mechanisms.

Agyeman et al. [14] developed an loT-based
energy monitoring system for smart home
applications. Their research demonstrated the
advantages of continuous electrical parameter
monitoring and remote user access. Similarly, Hasan
et al. [15] investigated the application of IoT
technologies for residential energy management,
showing that real-time access to consumption data
can improve user awareness and support more
efficient energy utilization. Nevertheless, both
studies mainly focus on data acquisition and
visualization while providing limited functionality
for automated energy management.

More advanced approaches have been presented
in intelligent energy management systems. Marinakis
and Doukas [16] proposed an [oT-based platform for
intelligent building energy management that
combines monitoring, analytics, and optimization
functions. Chinnathambi et al. [17] developed an
IoT-based residential energy management system for
photovoltaic-powered buildings, integrating
monitoring and control functions within renewable
energy installations. Although these solutions
demonstrate high functionality, they are typically
oriented toward specific applications and often
require complex infrastructures and additional
computational resources.

Cloud-based energy management solutions have
also attracted considerable attention. Condon et al.
[18] proposed a Cloud-loT-based home energy
management system capable of collecting, storing,
and visualizing electrical parameters through cloud
services. Such systems provide advanced monitoring
capabilities and convenient user interfaces; however,
their implementation frequently depends on
proprietary cloud infrastructures, subscription-based
services, or specialized hardware platforms, which
may increase deployment and maintenance costs.

The analysis of the reviewed literature indicates
that existing solutions predominantly focus on energy
consumption visualization, data collection, and
cloud-based monitoring. Existing commercial energy
monitoring  solutions often provide limited
capabilities for automated load control and
integration with low-cost hardware platforms [14] —
[18]. Furthermore, many proprietary systems require
expensive infrastructure, subscription-based services,
or specialized equipment, which restricts their
applicability in residential and small-scale
commercial environments.

Another important limitation is the lack of unified
solutions that combine electrical parameter
measurement, cloud-based monitoring, remote user
interaction, and automatic load management within a
single architecture. As a result, users are often unable
to promptly detect abnormal operating conditions,
excessive energy consumption, or overload situations
that may negatively affect both energy efficiency and
electrical system reliability.

Therefore, there is a need for the development of
an affordable IoT-based system capable of
continuously monitoring electrical parameters,
transmitting measurement data to cloud services,
providing remote access to operational information,
and supporting automated control of electrical loads.

The aim of this paper is to develop the conceptual
architecture of an automated Internet of Things based
system for monitoring and control of electrical energy
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consumption. The proposed system is intended to
provide continuous measurement of electrical
parameters, cloud-based data visualization, remote
user access, and automated load control functions.

To achieve this aim, the following tasks are
addressed:

1) Analysis of existing loT-based
monitoring and management systems.

2) Development of the structural architecture of
the proposed system;

3) Development of the electrical schematic of the
system.

4) Development of algorithms
monitoring and load control.

Unlike existing loT-based energy monitoring
solutions, the proposed system combines real-time
electrical parameter measurement, cloud-based
visualization, remote user interaction, and automatic
overload protection within a single low-cost hardware
platform based on ESP32 and HLW8032 components.

energy

for energy

The research focuses on the development of the
system  architecture, hardware configuration,
electrical schematic, and operation algorithms.
Experimental validation and performance assessment
of the proposed solution are considered as subjects of
future research.

III. SYSTEM ARCHITECTURE

A General Structure of the Proposed System

The proposed automated system is intended for
continuous monitoring and control of electrical
energy consumption in residential electrical networks
[19]. The system combines electrical parameter
measurement devices, a microcontroller-based
control unit, wireless communication technologies,
cloud services, and a remote load control mechanism
within a unified Internet of Things architecture.

The general structure of the proposed automated
energy monitoring and control system is presented in
Fig. 1.
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Fig. 1. General architecture of the proposed IoT-based electrical energy monitoring and control system

To provide remote access to measurement data and
reduce computational load on the local controller,
cloud technologies are utilized for data storage,
processing, and visualization. Such an approach
enables long-term accumulation of historical
information, analysis of energy consumption patterns,
and identification of peak load conditions.

Wireless communication between the local
controller and the cloud platform is implemented using
Wi-Fi technology, allowing direct connection to the
Internet without additional communication gateways.
User interaction with the system is performed through
a cloud interface that provides access to real-time
measurements and control functions.

To implement automated control of electrical
loads, the proposed architecture incorporates a relay
module acting as the final control element. The relay

can disconnect the electrical network when
predefined power limits are exceeded or upon
receiving a remote control command from the user
through the cloud platform.

The system also includes a power supply unit that
converts electrical energy from the monitored
network into the voltage levels required for powering
the microcontroller, sensors, communication
modules, and auxiliary electronic components.

As illustrated in Fig. 1, voltage and current
sensors continuously measure electrical parameters
of the monitored network and transmit the acquired
data to the microcontroller. After processing the
measurements, the controller transfers the
information to the cloud platform via the Wi-Fi
communication channel. Control  commands
generated either automatically or by the user can be
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transmitted back to the controller, enabling remote
management of the electrical load through the relay
module.

The proposed architecture provides the foundation
for implementing loT-based energy management
functions while reducing human involvement in data
collection and enabling continuous monitoring and
remote supervision of electrical energy consumption.

B Hardware Architecture

The hardware architecture of the proposed system
consists of a measurement subsystem, a control
subsystem, a communication subsystem, and an
executive control subsystem.

The measurement subsystem includes voltage and
current sensors responsible for acquiring electrical
parameters of the monitored network. Based on the
measured values, the controller calculates active
power and energy consumption indicators required
for monitoring and decision-making processes.

The control subsystem is implemented using an
ESP32 microcontroller, which performs data
acquisition, signal processing, communication
management, and execution of control algorithms.
The microcontroller also compares measured values
with predefined threshold limits and generates
control signals when abnormal operating conditions
are detected.

Wireless communication is provided through the
integrated Wi-Fi functionality of the ESP32 platform,
enabling bidirectional data exchange between the
local controller and cloud infrastructure.

The executive control subsystem is represented by
a relay module responsible for connecting or
disconnecting the electrical load from the power
network according to commands generated by the
control subsystem.

C Electrical Measurement Circuit

The measurement subsystem represents one of the
key components of the proposed energy monitoring
platform. Its primary function is the continuous
acquisition of electrical network parameters,
including voltage, current, active power, and
accumulated energy consumption.

Considering the maximum allowable residential
power consumption of approximately 5 kW at a
nominal network voltage of 240 V, the measurement
circuit must reliably operate at currents exceeding
20 A. The maximum current can be estimated as
[20], [21]

where Pmax is the maximum allowable power and U is
the network voltage.

For Pmax = 5000 W and U = 240 V, the required
measurement range is

1. =20.84.

Therefore, the developed system must support
measurement of currents not lower than 21 A while
maintaining accurate voltage measurements up to
240 V.

To satisfy these requirements, the HLW8032 [22]
energy metering integrated circuit was selected as the
core element of the measurement subsystem. The
device integrates dedicated analog front-end circuitry
and digital processing units capable of directly
calculating RMS voltage, RMS current, active power,
and energy consumption. The calculated values are
transmitted to the microcontroller through a UART
communication interface [23], reducing
computational load on the controller and simplifying
firmware implementation.

The electrical measurement circuit developed for
the proposed system is shown in Fig. 2.
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Fig. 2. Electrical measurement circuit based on the
HLW8032 energy metering IC

Unlike the reference circuit proposed by the
manufacturer [23], the developed design employs
multiple low-resistance shunt resistors connected in
parallel for current measurement. This approach
improves heat dissipation and reduces thermal stress
under high-load operating conditions while
preserving the equivalent resistance required for
accurate current sensing.

Voltage measurement is performed using a
high-resistance voltage divider connected to the phase
conductor of the electrical network. The divider scales
the mains voltage to a safe level suitable for the
analog input stage of the HLW8032. Additional RC
filtering circuits are incorporated into both
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measurement channels to suppress high-frequency
noise and improve measurement stability.

The proposed measurement subsystem enables
direct acquisition of electrical parameters from the
monitored network while maintaining low
component count, compact dimensions, and high
measurement accuracy. Furthermore, the use of the
HLW8032 significantly simplifies implementation of
real-time energy monitoring functions within the
proposed IoT architecture.

IV. AUTOMATION STRUCTURE

From the perspective of automatic control theory,
the proposed energy monitoring platform can be
represented as a closed-loop automatic control
system with negative feedback. The automation
structure is developed to provide continuous
supervision of electrical power consumption and
automatic protection of the residential electrical
network against overload conditions.

Before developing the control structure, the
controlled object must be formally defined. In the
proposed system, the controlled object is a residential
electrical network supplied from a 220 V power

source. The process occurring within the object is
represented by the total electrical load generated by
household appliances connected to the network.
According to the analysis of its physical properties,
the controlled object can be characterized as:
e single-input single-output (SISO);
nonlinear;
deterministic;
stable under normal operating conditions;
affected by external disturbances caused by
variations in electrical load.
The parametric model of the controlled object is
shown in Fig. 3.

utt) Tl P

Fig. 3. Parametric model of the controlled object

The complete automation structure of the
proposed system is presented in Fig. 4. Three
principal variables are considered:

Controlled Object

l Po(t)

u(t) P(t)

___________________________________________________

co

Y
\4

Fig. 4. Automation structure of the proposed energy monitoring and control system: P(f) — active power consumption of
the electrical network (controlled variable); Po(f) — disturbance input caused by changes in connected electrical loads;
u(t) — control signal generated by the controller and applied to the executive mechanism (Actuator)

The interaction between these variables forms the
dynamic behavior of the residential electrical network.
Variations in appliance operation produce disturbance
signals Po(¢), while the control signal u(¢) affects the
power supply state through the relay module.

The developed control system consists of the
following elements (Fig. 4): P: is the reference power
value; C is the controller implemented by the ESP32
microcontroller; EM is the executive mechanism
represented by the relay module; CO is the controlled
object (residential electrical network); S is the
measurement subsystem including voltage and
current sensors.

The operation of the system is based on
continuous feedback. The measurement subsystem
acquires electrical parameters from the controlled
object and transmits them to the controller. The
controller compares the measured power
consumption with the predefined reference value P:
and determines whether corrective action is required.

If the measured power exceeds the allowable
threshold, the controller generates the control signal
u(t), which activates the relay module. The relay
disconnects the electrical load from the network,
preventing overload conditions and protecting
electrical equipment from potential damage.
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Unlike conventional monitoring systems that only
provide information about energy consumption, the
proposed  architecture integrates = monitoring,
communication, and automatic control functions
within a unified loT-based framework. This approach
enables autonomous protection of the electrical
network while simultaneously providing remote
access to operational data through cloud services.

V. SYSTEM OPERATION ALGORITHMS

The functionality of the proposed energy
monitoring and control system is determined not only
by the hardware architecture but also by the operation
algorithms implemented in the microcontroller
firmware. The developed software is responsible for
initialization of hardware modules, acquisition and
processing of electrical parameters, communication
with cloud services, and execution of automatic
control actions. The overall operation of the system is
divided into three main stages: general system
operation, electrical parameter measurement, and
relay control. The general operation algorithm of the
proposed system is shown in Fig. Sa.

After power is applied to the device, the
microcontroller performs system initialization,
including configuration of hardware peripherals,
communication interfaces, and network connectivity

parameters. Once initialization is completed, the
system enters an infinite monitoring loop responsible
for continuous supervision of the electrical network.

During each iteration of the operating cycle, the
measurement  subsystem  acquires  electrical
parameters from the monitored network and transfers
the obtained data to the controller. The measured
values are processed and transmitted to the cloud
platform, where they become available for remote
visualization and analysis. Subsequently, the
controller evaluates the measured parameters and
executes relay control functions according to
predefined protection rules and user commands
received from the cloud interface.

A fixed delay interval is introduced at the end of
each cycle to ensure stable operation and to avoid
excessive communication traffic. The continuous
execution of this algorithm enables uninterrupted
monitoring of energy consumption and provides the
foundation for intelligent energy management.

The electrical parameter measurement algorithm is
presented in Fig. 5b. The proposed system employs
the HLW8032 energy metering integrated circuit as
the primary measurement device. The chip
continuously acquires voltage and current information
from the monitored electrical network and performs
preliminary signal processing internally.
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Fig. 5. System operation algorithms: (a) general system operation algorithm; (b) electrical parameter measurement

algorithm; (c) relay control algorithm
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At the first stage, raw voltage and current values
are obtained from the measurement channels. The
metering circuit then calculates the root-mean-square
(RMS) values of voltage and current, which represent
the effective electrical quantities used for further
analysis. These values are transmitted to the ESP32
microcontroller through the UART communication
interface.

Based on the acquired measurements, the
controller calculates additional electrical parameters,
including active power, apparent power, accumulated
energy consumption, and estimated electricity cost.
The calculated values are stored in memory and
prepared for transmission to the cloud platform.

The continuous execution of the measurement
algorithm allows the system to provide real-time
information about electrical network conditions
while maintaining low computational complexity due
to the use of a dedicated metering integrated circuit.

The relay control algorithm is illustrated in
Fig. 5c. The primary objective of this algorithm is to
protect the electrical installation against overload
conditions while simultaneously supporting remote
user control. During each operating cycle, the
controller compares the measured active power
consumption with a predefined threshold value
corresponding to the maximum allowable load of the
residential electrical network.

If the measured power exceeds the specified
threshold, the controller immediately generates a
control signal that disconnects the relay. As a result,
the electrical load is isolated from the power source,
preventing potential damage to electrical equipment
and reducing the risk of overheating of conductors
and protective devices.

In parallel with the overload protection
mechanism, the controller continuously checks for
remote commands received from the cloud platform.
If the user issues a command to disconnect the load,
the relay is opened regardless of the current operating
conditions. Otherwise, if no overload condition exists
and no remote shutdown command is received, the
relay remains energized and the electrical network
continues operating normally.

The proposed control strategy combines
autonomous protection functions with cloud-based
supervisory control. Such an approach improves
operational safety while providing users with
flexible remote management capabilities through a
mobile application or web interface.

VI. CONCLUSIONS

In this paper, the conceptual architecture of an
automated Internet of Things based system for
monitoring and control of electrical energy

consumption has been developed. The proposed
solution integrates electrical parameter measurement,
cloud-based monitoring, remote user interaction, and
automatic load control within a unified hardware and
software platform.

The developed system is based on an ESP32
microcontroller, an HLWS8032 energy metering
integrated circuit, a Wi-Fi communication interface,
and a relay control module. The proposed
architecture enables continuous monitoring of
electrical network parameters, including voltage,
current, active power, apparent power, accumulated
energy consumption, and estimated electricity cost.

A structural diagram of the system and an
automation structure based on closed-loop control
principles have been developed. The residential
electrical network was considered as the controlled
object, while active power consumption was selected
as the controlled variable. The proposed control
structure provides automatic protection against
overload conditions through relay-based load
disconnection.

According to the design requirements and current
residential electrical regulations, the developed
system is intended for operation in single-phase
220-240 V electrical networks with maximum power
consumption up to 5 kW, corresponding to a
maximum current of approximately 21 A. The
proposed measurement subsystem therefore provides
the necessary functionality for monitoring typical
residential electrical installations.

The hardware architecture, electrical
measurement  circuit, and system operation
algorithms have been developed. Three main

algorithms were proposed, including the general
system operation algorithm, the electrical parameter
measurement algorithm, and the relay control
algorithm. Together, these algorithms provide
continuous monitoring, cloud communication, and
automatic load management capabilities.

The proposed design demonstrates the feasibility
of implementing an affordable loT-based energy
management platform using low-cost hardware
components. Future research will be focused on
prototype implementation, experimental validation of
measurement accuracy, evaluation of communication
reliability, and assessment of the effectiveness of the
proposed control algorithms under real operating
conditions.
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O. A. IloBwenko, b. B. Jlimuna, O. 5. Ila3apiii. Po3poOka aBTOMATH30BAaHOI CHCTEeMH MOHITOPMHIY Ta
KepyBaHHSI eHeprocno;KMBaHHIM eJIeKTPUYHOI Mepe:Xi Ha ocHOBI TexHouIoriii IHTepHeTY peueii

Po3risiHyTo npo0iieMy MOHITOPHMHTY Ta KepPYBaHHS €HEPrOCIIOKHMBAHHIM €JIEKTPUYHOT MEPEeXki Ha OCHOBI TEXHOJIOT1H
InTepHeTy peueil. 3ampoNOHOBAHO KOHIENTYalbHY apXiTEeKTypy aBTOMATH30BaHOI CHCTEMH, sKa IOEIHYE 3acO0H
BUMIPIOBaHHS ENEKTPUYHHUX IapaMeTpiB, MIKPOKOHTPOJIEpPHE KepyBaHHs, Oe31pOTOBHMH 3B’S30K, XMapHi cepBicH Ta
MEXaHI3MH JUCTaHIIIHHOTO KepyBaHHA HaBaHTa)XCHHsIM. [IpoBeeHO aHami3 IicHyHOUYHX pimeHb y cdepi
€HePTOMOHITOPHHTY Ta BH3HAYCHO iX OCHOBHI OOMEKEHHS, IIOB’sI3aHI 3 HEIOCTATHBOK IHTErpariero (yHKIiH
AaBTOMAaTHYHOTO KEPYBaHHS, BHCOKOIO BapTICTIO BIPOBAKCHHS Ta 3aJIEXKHICTIO BiJl TPONPIETAPHUX IUIAT(HOPM.
Po3po0iieHO CTPYKTYpHY CXE€My CHCTEMH Ta CTPYKTYpPHY CXEMY aBTOMAaTH3allil, IO peani3ye 3aMKHEHHH KOHTYD
KepyBaHHS 13 BiJl’€MHUM 3BOPOTHUM 3B’SI3KOM. SIK 00’€KT KepyBaHHs PO3MIITHYTO €JIEKTPUYHY MEpEXy KBapTUPH, a
peryjboBaHUM IapaMeTpPOM BH3HAYEHO aKTHBHY IIOTYXKHICTh HABaHTAXECHHS. 3allpOINIOHOBAHO BUMIPIOBAJIbHY
mijicucreMy Ha ocHOBI Mikpocxemu HLW8032 1ist BUMipIOBaHHS HAIlpyTH, CTPYMY, ITOTYXHOCTI Ta €HEProCIIOKMBAHHS
B PEXHMIi peanbHOro Yacy. Po3poOieHo airoputmu 300py, IHepenaBaHHsS Ta OOpPOOKH TaHWX, a TAaKOXK aJrOpUTM
ABTOMATHYHOTO BIIKJIFOUSHHSI HABAHTA)KCHHS y BUIIAJIKY IIEPEBHUILIEHHS BCTAHOBIIEHNX MIOPOTOBUX 3HAYEHb NOTYKHOCTI.
OTtpumaHi pe3yibTaTH MOXYTb OyTH BHKOPHCTaHI MiJ 9ac CTBOPEHHS IHTEIEKTyaJbHUX CHCTEM €HEprOMEHEIKMEHTY
JUIL KUTIIOBHX Ta MaJiMX KOMEpIiHWX 00’ekTiB. ExcrepmMmeHTanbHa mHepeBipKa Ta OIIHIOBAaHHA XapaKTEPHUCTHK
3aIPOIIOHOBAHOI CHCTEMH € NIPEIMETOM IT0JJANIBILIHX JIOCIIPKEHb.

Katouosi ciioBa: IoT, MOHITOPHHT eHeprocnoxuBaHHs, BOYJJOBaHI CHCTEMHU, MIKPOKOHTpPOJUIEp, XMapHa mardopma,
CHCTEeMH aBTOMaTHYHOTO KEpyBaHHsI, PO3YMHHI OYIMHOK.
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