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Abstract—The article addresses dynamic assessment of the recoverability of an information and
communication system after cyber impact in support of capability assessment of the Cyber Forces of the
Armed Forces of Ukraine. The purpose of the study is to develop a dynamic model that represents system
degradation, primary recovery, and controlled return of components to the protected operating state, and
to form a normalized indicator for scenario comparison. The research method combines a three-state S—
A-R system of differential equations, a conservation law for normalized states, a piecewise-constant
description of cyber-impact intensity, numerical integration using an adaptive Runge—Kutta method, and
scenario analysis. The model distinguishes components in the protected state, affected components, and
components that have completed primary recovery but are still returning to normal operation. The
integral recoverability indicator combines the final protected-state level, the maximum degradation
depth, and normalized recovery time. A numerical example and four illustrative scenarios were used to
examine model behaviour under weak, baseline, intensive, and enhanced-recovery conditions. The
calculations show that an increase in cyber-impact intensity deepens degradation and prolongs recovery,
whereas higher primary-recovery and controlled-return rates reduce the maximum affected share and
shorten the time required to reach the specified operating threshold. In the baseline scenario, the
maximum affected share is approximately 0.244, the recovery time is about 6.80 h, and the integral
indicator is about 0.756; enhanced recovery provides the best result among the scenarios considered. The
proposed model directly supports quantitative comparison of recovery conditions, identification of
recovery-capability deficits, and substantiation of redundancy and recovery arrangements. The model
parameters and weighting coefficients are illustrative and require calibration using exercise data,
incident records, controlled tests, or simulation before practical application.

Keywords—Capability assessment, cyber defence, cyber forces, dynamic model, information and
communication system, recoverability.

. INTRODUCTION

Cyber impact can cause loss of availability,
integrity, or functionality of information and
communication system components. To assess the
capabilities of Cyber Forces, it is crucial to
determine not only the fact of compromise but also
the depth of degradation, the speed of containment,
and the time required for the system to return to a
resilient state. The necessity of ensuring
cybersecurity and the resilient functioning of critical
information resources is defined by the national
regulatory and strategic framework [1], [2]. A static
pre- and post-incident assessment does not reflect
the recovery trajectory: two assets may reach the
same final state but differ in their maximum
degradation depth, duration of degradation, and the
amount of recovery resources required. For
managerial comparison, a model is needed that
describes transitions between functional states over
time and provides a quantitative indicator of
recoverability. Therefore, researching the dynamics
of compromise and recovery of information and

communication systems to assess the capabilities of
Cyber Forces is highly relevant.

Il. LITERATURE REVIEW

NIST Cybersecurity Framework 2.0 and NIST
incident-response recommendations treat recovery
as an independent cyber-risk management function
and associate it with recovery planning,
prioritization, and restoration of critical functions
[3], [4]. In a military context, these provisions
should be combined with assessment of the

functional resilience  of information and
communication systems.
In Ukrainian studies, V. Mashtalir, O. Huk,

I. Tolmachov, and S. Faraon considered forecasting
the degree of cyber impact on heterogeneous
military information systems [5]. V. Horhulenko
substantiated mathematical assessment of cyber-
warfare  effectiveness [6], while O. Huk,
O. Permiakov, O. Nesterov, and T. Uvarova
investigated approaches to assessing functional
resilience of heterogeneous military information
systems [7].
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A systematic review by D. A. Septlveda Estay et
al. demonstrates the heterogeneity of existing cyber-
resilience assessment approaches and the shortage of
universal quantitative procedures [8]. A. Annarelli,
F. Nonino, and G. Palombi consider cyber resilience
as a managed capability of a system to respond to
disruption and restore functioning in its
organizational context [9]. A. Kott and I. Linkov
emphasize that quantitative  cyber-resilience
assessment should account for system behaviour
over time during degradation and recovery [10].
Dynamic and hierarchical resilience approaches are
also developed within the Impact-Wave Analogy
[11] and experimental measurement of functionality
restoration after cyberattacks [12].

Recent studies further strengthen the quantitative
component. S. M. Alhidaifi, M. R. Asghar, and
I. S. Ansari summarized cyber-resilience strategies,
metrics, and unresolved research issues [13].
H. Cho et al. proposed indicator normalization based
on the area under the recovery curve [14], while
S. M. Alhidaifi et al. developed a probabilistic
model for quantitative resilience assessment of
information infrastructure [15]. In the works of J.
Jérveldinen et al. [16] and R. P. Hilger [17], cyber
resilience is treated as a dynamic capability to
preserve functions, recover, and adapt. Mathematical
representations of the temporal evolution of cyber
resilience and dynamic indices were also developed
by A. Bahmanova and N. Lace [18], [19]. Earlier,
H. Tran et al. proposed a dynamic recovery model
after malware propagation, confirming the
appropriateness of describing cyber resilience
through transitions between states [20].

Despite the development of these approaches, a
dynamic model specifically oriented toward
assessing the capabilities of the Cyber Forces of the
Armed Forces of Ukraine within cyber defence tasks
remains insufficiently formalized. Such a model
should simultaneously represent the protected
operating state, the affected state, and the recovered
transitional state of an information and
communication system, preserve state normalization,
account for the temporal structure of cyber impact,
and form an integral indicator from the final state,
maximum degradation depth, and recovery duration

I1l. PROBLEM STATEMENT

The aim of the study is to develop a dynamic
model for assessing the recoverability of an
information and communication system after cyber
impact in support of Cyber Forces capability
assessment, to determine the parameters of its
functioning, and to form a normalized integral
indicator for scenario analysis and decision support.
To achieve this aim, the following objectives are set:

o formalize transitions between the protected
operating, affected, and recovered transitional states
of the information and communication system;

o define a mathematical description of cyber-
impact intensity, primary recovery, and controlled
return to the protected operating state;

o form a normalized integral recoverability
indicator that accounts for the final state, maximum
degradation depth, and recovery time;

e conduct numerical and scenario analyses to
assess model sensitivity to cyber-impact and
recovery parameters.

IV. MATERIALS AND METHODS

A.  Theoretical Basis of the Dynamic Model

To formalize the degradation and recovery
processes, a three-component S-A-R model is
proposed. The state S(t) characterizes the proportion
of information and communication system
components operating in the protected operating state;
A(t) denotes the proportion of affected components;
R(t) denotes the proportion of components that have
undergone primary recovery but are still returning to
the fully normal operating state. All three variables
are normalized and take values within the interval
[0,1]. Hereinafter, S(t), A(t), and R(t) denote the time
trajectories of the corresponding system states,
whereas S(T), A(T), and R(T) denote their values at
the final simulation time T.

The advantage of this representation is that it
allows the degradation process, technical or
functional recovery, and the subsequent return of
recovered components to a stable operating state to
be represented separately. The structure of
transitions between the states is shown in Fig. 1.

Normalization condition: S(t) + A(t) + R(t) =1

4.[ S(t) — protected operating state ]

l alt) — cyber impact

[ A(t) — affected state ]

u — controlled return to protected state
l ¥ — primary recovery

4[ R(t) — recovered transitional state ]

Fig. 1. State-transition scheme of the dynamic model
of the information and communication system
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The state dynamics are described by the following
system of differential equations:

ds

—=—a(t)S +uR,

m (t)

dA

—=0o(t)S —vyA, 1
" (t)S-vy 1)
d—R:}/A+UR.

dt

where S(t) is the proportion of components in the
protected operating state; A(t) is the proportion of
affected components; R(t) is the proportion of
components in the recovered transitional state; o(t)

is the cyber-impact intensity; vy is the rate of transition
of affected components to the recovered state; and u
is the rate of controlled return of recovered
components to the protected operating state.

For the normalized model, the following
conservation law holds:

S(t) + At) + R(t) = 1. )

where S(t), A(t), and R(t) are mutually exclusive
normalized proportions of the system components. If
the initial condition satisfies S(0) + A(0) + R(0) = 1,
the sum of the states remains constant because the
sum of the right-hand sides of system (1) is equal to
zero.

To represent a cyber impact limited in time, it is
appropriate to use a piecewise-constant law of
intensity variation:

o, 0=<t<t,
a(t) =
0, t>t,

3)

where o, is the intensity of the active cyber impact;

t, is the duration of the active cyber-impact phase.
After time t,, no new degradation occurs within the
baseline scenario, and the subsequent dynamics are
determined by the parameters y and u. This
assumption is a simplification; however, it makes the
model suitable for analysing an individual completed
cyber-impact episode. Numerical integration of the
system was performed using the fourth-fifth-order
Runge—Kutta method with an adaptive step size and
local error control over a 24-hour time horizon.

B. Formation of the
Indicator

Rather than using only the proportion R(T), it is
appropriate to account for S(T) in the final result,
because the successful return of components from
R(t) to the protected operating state reduces R(t),
while actually indicating an improvement in the

Integral Recoverability

system state. Therefore, for a compact representation
of the integral index, the following notation is
introduced:

t
ST = S(T)’ Am = Amax, T = min(l’ tri\%}'

The integral dynamic recoverability index is
defined by equation:

IdunznlsT+n2(l_Am)+n3(l_Tr)’ (4)

where 1, is the integral dynamic recoverability

index; St is the proportion of components in the
protected operating state at the final observation time

T; A, =A,, Is the maximum proportion of affected
components over the interval [0, T]; t, is the
normalized recovery-time indicator; <. is the time
required after the end of the active cyber-impact
phase to meet the specified recovery criterion; <. is
the maximum allowable recovery time; n,,n,, and
n, are weighting coefficients. The normalized
recovery-time indicator . equals O when the

recovery criterion is achieved at the end of the active
phase and approaches 1 as the recovery time reaches

the maximum allowable value ™.

rec
In the numerical calculations, the recovery

criterion is defined as achieving S(t)>0.90. The
indicator A characterizes the maximum depth of
degradation, whereas rt, characterizes the time

required for the system to return to the specified level
of operation.

For the weighting coefficients, the following
condition holds:

n+n,+n,=1 n, =0, )

where m, determines the weight of the final
protected operating state, n, determines the weight
associated with  minimizing the maximum
degradation depth, and n, determines the weight of
the recovery-time characteristic. For non-negative
weights and normalized components, 1, <[0,1]. In
the illustrative example, n, =0.40, n, =0.30, and
n, =0.30 are used. These weights are illustrative;

for practical application, they should be
substantiated based on expert assessment and/or
empirical calibration.

C.  Model Application Algorithm

For practical application of the proposed model,
the sequence of computational steps is formalized as
an algorithm (Fig. 2). It includes defining the object
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of assessment, specifying the input parameters,
numerically integrating system (1), determining the
dynamic indicators, calculating the integral
indicator, and interpreting the results to support

decision-making.

Define the assessment object
Information and communication system

}
v

Form input data

o, V. U, ta, T, Senr

b

Numerically integrate system (1)
adaptive Runge-Kutta 4(5)
1

+

r v

Determine dynamic indicators
Amax, trec, S(T)

}
v

Calculate the integral indicator
lsyn using equation (4)
1

.

r v

Interpret the results

© © o © o o

scenario comparison and recommendations

}

ASSESSMENT RESUL

Fig. 2. Algorithm for applying the dynamic recoverability
assessment model of an information and communication
system

V. RESULTS

A.  Numerical Example of the Model Application

Consider an illustrative baseline scenario:
S(0) =1, A(0) =0, R(0) =0; the active cyber-impact
intensity o, =0.20 h™*; the duration of the active
phase t, = 4 h; the rate of transition to the recovered
state y=0.45 h™"; the rate of controlled return to
normal operation u=0.30h™. The simulation
horizon is T = 24 h, and the maximum allowable
recovery time is t-* =12 h.

Numerical integration of system (1) shows that
the maximum proportion of affected components is
A,.« =0.244. After the end of the active phase, the
system reaches the level S(t)>0.90 in
approximately t_. ~6.80h, while at the end of the
simulation horizon S(T)=~0.998. According to
equation (4), 1,,, = 0.756.

The dynamics of S(t), A(t), and R(t) for the
baseline scenario are shown in Fig. 3.

Figure 3 shows that the proportion of affected
components A(t) increases during the active cyber-
impact phase and subsequently decreases as a result
of recovery. At the same time, R(t) initially
accumulates recovered components and then
decreases as they return to the protected operating
state S(t). This confirms the appropriateness of using
S(T), rather than R(T), as the final-state component
of the integral index.

1.0 9

o
@

o
o

== 5[t} — protected state

= = A(t) — affected state

= R(t) — recovered transitional state
«++ end of active phase

Normalized share
o
=

0.2 z’—_._?('_“\.

0.0

Time, h

Fig. 3. State dynamics of the information and
communication system for the baseline scenario

B.  Scenario Analysis

To examine model sensitivity, four scenarios are
considered: weak cyber impact, baseline, intensive
cyber impact, and enhanced recovery. In all
scenarios, the active phase lasts 4 h, while the
differences are determined by o, y, and u. Scenario

parameters and results are presented in Table I.

TABLE | COMPARISON OF DYNAMIC-
RECOVERABILITY SCENARIOS
Scenario 0o, h! v, h! u, h!
Weak cyber
impact 0.15 0.45 0.30
Baseline 0.20 0.45 0.30
Intensive
cyber impact 0.30 0.40 0.25
Enhanced
recovery 0.20 0.65 0.50
Simulation Results
Scenario Amax trec, D S(24) layn
Weak cyber
impact 0.202 6.05 0.998 | 0.788
Baseline 0.244 6.80 0.998 | 0.756
Intensive
cyber impact 0.328 9.25 0.992 | 0.667
Enhanced 0193 | 3.80 | 1.000 | 0.847
recovery

The results in Table T demonstrate a nonlinear
dependence of recoverability on the model
parameters. An increase in cyber-impact intensity
simultaneously increases A, and t ., which leads

to a decrease in | ,,. In contrast, increases in y and U

rec’
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reduce the maximum proportion of affected
components and shorten the time required to return
to the specified level S(t) = 0.90.

A comparison of the S(t) trajectories for the four
scenarios is shown in Fig. 4.

1.04

=)
©

o
@

I
o

"
-
~

Ly B == Weak cyber impact
\ A4 / === Baseline
: == |ntensive cyber impact
«# Enhanced recovery
-=- recovery threshold S(t)=0.90
044 J ----- end of active phase

Protected-state share 5(t)
o
o

o
-
~

0 é 1ID 15 2‘0
Time, h
Fig. 4. Comparison of system return to the protected
operating state under different scenarios

In Figure 4, the scenarios are distinguished by
curve colour: weak cyber impact, the baseline
scenario, intensive cyber impact, and enhanced
recovery are presented as separate trajectories. The
horizontal dashed line corresponds to the recovery
criterion S(t) = 0.90, while the vertical line marks the
end of the active cyber-impact phase at t = 4 h. The
slowest return to the specified level is observed
under intensive cyber impact, whereas the fastest

return occurs under the enhanced-recovery scenario.
VI. DISCUSSION

The proposed model does not attempt to
reproduce every process occurring in a real
information and communication system. However, it
provides an analytically transparent relationship
among impact intensity, recovery rate, controlled
return to normal operation, and the integral
recoverability assessment. Its advantage is the ability
to separate three different characteristics: the final
functional state, maximum degradation depth, and
recovery duration.

The scientific novelty lies in formalizing the
dynamic recoverability of an information and
communication system as a component of Cyber
Forces capability assessment through a combination
of the three-state S-A-R model and an integral
indicator that simultaneously accounts for the final
recovery level, maximum degradation depth, and
time required to return to a specified operating level.

Parameters o,,y, and u can be identified from

cyber-exercise results, retrospective incident analysis,
controlled testing, and simulation. In the presence of

repeated  cyber-impact waves, non-stationary
parameters, or different component classes, the model
should be extended to systems with time-varying
coefficients or to multicomponent models.

The parameters and weighting coefficients used
in the numerical and scenario analyses are
illustrative. Practical application requires
identification and calibration using data from a
specific information and communication system,
cyber exercises, retrospective incident analysis, or
controlled testing.

Practical recommendations for model application:

e determine o(t) separately for the active cyber-

impact phase and after its completion, without mixing
the intensity of new damage with the recovery
process;

e estimate y from the actual time required for

localization and primary recovery of components,
and u from the rate at which verified components
return to the protected operating state;

¢ set the recovery threshold and t > according
to the criticality of the information and
communication system and continuity requirements;

e conduct scenario analysis before and after
changes in redundancy, recovery-force composition,
or response procedures;

e use I, together with the absolute values of
A, and t ., because the same integral index may

result from different combinations of dynamic
characteristics.

VIL.

A dynamic S-A-R model for assessing the
recoverability of an information and communication
system after cyber impact has been developed. It
describes transitions among the protected operating,
affected, and recovered states. The model preserves
the normalized sum of states and makes it possible to
account separately for cyber-impact intensity,
recovery rate, and controlled return to normal
operation.

The formation of the integral indicator 1, has

been refined: its final-state component should be
defined through S(T), rather than R(T), because a
decrease in R(t) may result from successful return of
recovered components to the protected state. The
numerical example and scenario analysis show that
increasing o, worsens A and t., whereas
increasing y and u shortens recovery time and
increases the integral assessment.

Future research should focus on identifying
model parameters from real data, accounting for

CONCLUSIONS AND FUTURE RESEARCH
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repeated cyber-impact waves, different component
criticality levels, time-varying coefficients, and
integrating the dynamic module with other
components of a comprehensive methodology for
assessing Cyber Forces capabilities.
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B. M. Jokine. JuHamiyHa Mojejb OLIHIOBAHHSI BiHOBJIOBaHOCTI iHdopmaniliHo-kKoMyHikamiliHOi cucTemMu B
inTepecax oniHioBaHHs cnpomo:kHocTeil Kioepcun 36poitnnx Cun Ykpainu

VY cTaTTi po3MISHYTO AWHAMIYHE OLIHIOBAHHS BiTHOBIIIOBAHOCTI iH(POpMAIIiHO-KOMYHIKAI[IFIHOT CUCTEMH MiCJisl KiOEpBILIMBY B
iHTepecax OLiHIOBaHHA crpoMoxkHocTel Kibepeun 36poiinux Cun Yxpainu. MeToro I0CHiKeHHs € po3po0IeHHs TUHAMIYHO1
MoJIelTi, sika BiioOpaXkae ypakeHHs, IEPBUHHE BiTHOBJICHHS Ta KEPOBaHE IMOBEPHEHHS KOMIIOHEHTIB JI0 IITATHOTO 3aXUILEHOTO
CTaHy, a TaKoXX (pOpMyBaHHS HOPMOBAHOTO ITOKA3HMKA JUIsl CLIEHAPHOTO MOPIBHAHHA. MeToIuKa JOCTiDKEHHS IPYHTYEThCS Ha
TpuctanHiii S—A-R-cucremi audepeHIiaTbHAX PiBHIHB, 3aKOHI 30epeKeHHs CyMH HOPMOBAHHX CTaHIB, KYCKOBO-CTAJIOMY OITHCI
IHTEHCHBHOCTI KiOEpBIUIMBY, UHCENIBHOMY 1HTEIpyBaHHI MeToJjoM PyHre—KyTTH 3 aqanTuBHUM KPOKOM i CLIEHapHOMY aHami3i. Y
MOJIeITi PO3PI3HAIOTHECSI KOMIIOHEHTH y INTATHOMY 3aXHMIIEHOMY CTaHi, ypa)keHi KOMIIOHEHTH Ta KOMIIOHEHTH, SIKi MPONIILTH
NEpPBUHHE BiJHOBJICHHS, ajie ¢ MOBEPTAIOThCSA IO MOBHOIO INTAaTHOTO PEXUMY. IHTETpanbHUN TMOKAa3HHK BiJXHOBIIOBAHOCTI
MOEHYE KiHIIEBHH PiBEHB MITATHOTO CTaHYy, MAKCUMAIIbHY TIIMONHY Ypa>KeHHsI Ta HOPMOBAHUI Yac BiTHOBJIEHHS. J{1s1 mepeBipku
MOBEIHKY MOJIENi BUKOPUCTAHO YMCIIOBUHN NMPUKIAJ 1 YOTUPH JEMOHCTpALIiiHI clieHapii: cinabkuii KiOepBIMB, 6a30BUM PEXUM,
IHTCHCHBHMI KiOCpPBIUTMB Ta IMOCUJICHE BiITHOBJICHHSA. Pe3ynabTaTH MOKa3ylOTh, 10 3POCTAHHS IHTCHCHUBHOCTI KiOCpBIUTHBY
301/IbIlIyE MaKCHMaJIbHY YacCTKYy YPa)K€HMX KOMIIOHEHTIB 1 TOJOBXYE BiJHOBJCHHS, TOXI SK MIJBHUILIEHHS iHTEHCHBHOCTEH
MIEPBUHHOTO BiJHOBJICHHS Ta KEPOBAaHOTO MOBEPHEHHS 3MEHINyE TMHOWHY AErpajallii i CKOpodye 4yac NOCATHEHHs 3alaHOTO
piBHS QyHKIIOHYBaHHS. Y 6a30BOMY CIleHapil MakCHUMajbHa YacTKa ypaKeHUX KOMIIOHEHTIB CTaHOBUTH MpuOau3HO 0,244, yac
BIZIHOBJICHHSI — Onm3bko 6,80 roj, a iHTerpaibHUN MOKa3HUK — Onu3bko 0,756; HAWKpaluid pe3yibTaT cepell pO3rITHYTHX
cieHapiiB 3a0e3reuye TIoCHIIeHe BiTHOBJICHHS. 3alpoIIOHOBaHa MOJIENb JIa€ 3MOT'Y KUIBKICHO MOPIBHIOBATH CLIEHApIl, BUIBISTH
JeilUT BiTHOBIIOBAILHOI CIIPOMOXKHOCTI Ta OOIPYHTOBYBATU PE3epPBYBAaHHS H opraHizauito BigHoOBIeHHs. [lapamerpu moperni
Ta BaroBi KOe]iIl[ieHTH MAIOTh NEMOHCTpPALIMHUN XapakTep i Ul MPaKTUYHOTO 3aCTOCYBAHHS MOTPEOYIOTH KamiOpyBaHHS 3a
JIAHMMU KiOepHaBUaHBb, )KypPHAIIB IHIMJEHTIB, KOHTPOJIbOBaHUX BUIIPOOYBAHb a00 IMITALlIITHOrO MOJIETIFOBaHHSL.
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