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Abstract—The article is devoted to the problem of controlling the topology of a swarm of unmanned aerial
vehicles (UAVs). The primary objective of swarm operation is maintaining a dynamic topology, i.e., stable
information exchange and structural consistency between swarm elements in a constantly changing
environment. It is shown that existing approaches rely on a global navigation satellite system (GPS) for
UAV positioning, such as the Global Positioning System (GPS). This approach is unacceptable, as UAVs
can suddenly experience loss of GPS signals while performing their missions, potentially resulting in a lack
of location information. To support functionality, including the use of geographic routing protocols,
maintaining connectivity in dynamic network conditions, and adapting to topological changes in the UAV
swarm, this paper utilizes virtual coordinates. This paper develops a virtual coordinate system that forms
the basis of the proposed method for UAV swarm topology management. This eliminates the need for global
coordinates, a centralized controller, motion model coordination, and pre-calibration of the swarm
formation. The system operates solely based on local distance measurements to neighbors, making it
universal, scalable, and resilient to the loss of individual UAVs. Algorithms for merging and separating
swarms based on the virtual coordinate system have been developed.

Keywords—Dynamic topology; fault tolerance; geographic routing protocols; swarm robotics; unmanned

aerial vehicles; virtual coordinate systems.
I. INTRODUCTION

In the current context of unmanned aerial systems
development, technologies for the group and
collective use of unmanned aerial vehicles (UAVs)
are becoming especially important. Unlike single
aircraft platforms, a UAV swarm can improve
mission efficiency through collective behavior, the
distribution of functions among elements,
adaptability to external conditions, and high fault
tolerance, collecting and processing information for
decision-making in real time [1] — [3].

The primary objective of a swarm's operation is to
maintain a dynamic topology — that is, stable
information exchange and structural consistency
between swarm elements in a constantly changing
environment. In practice, this requires the swarm's
ability to maintain connectivity, reorganize its spatial
structure, adaptively merge into larger groups, or,
conversely, split into sub-groups depending on
operational requirements.

The paper [4] proposes the use of cellular
networks as a communication infrastructure for UAV
swarms to support dynamic topology and proposes its
own high-level architecture for swarm autonomy. At
a basic level, a UAV swarm is a floating dynamic

wireless network, commonly known as a wireless
mesh network. A mesh network is a network topology
in which each node transmits data for the network. All
nodes collaborate in distributing data within the
network. A mesh network whose nodes are connected
to each other is a fully connected network. A mesh
network can be designed using a routing method or a
message propagation method. With the routing
method, a message propagates along a path, hopping
from node to node until it reaches its destination. To
ensure the availability of all its paths, a routing
network must provide continuous connections and
reconfigure around broken or blocked paths using
self-healing algorithms. The self-healing capability
allows a routing-based network to function when one
node fails or the connection is interrupted. As a result,
the network is generally quite reliable, since there is
often more than one path between a source and a
destination in the network.

A key issue in swarm flight is ensuring reliable
communication between UAVs, which creates a
number of technical challenges, such as high
communication overhead associated with route
discovery and maintenance algorithms, swarm
localization and control in flight, UAV coordination
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within the swarm, and the level of UAV autonomy in
navigation. Traditional approaches, such as table-
based or on-demand routing protocols, struggle to
effectively manage communication in large networks
and have difficulty dealing with the dynamic nature
of mobile nodes, resulting in significant overhead that
makes such protocols impractical [5]. Among the
most promising solutions facilitating data exchange
in dynamic swarms is the geographic routing
protocol, which uses the geographic location of
UAVs to route information within the swarm [6], [7].
However, this approach depends on precise
geographic locations, traditionally provided by
GNSS, such as the Global Positioning System (GPS).
However, UAV missions often occur in challenging
environments — such as combat zones, natural clutter
such as mountain ranges and dense forests, dense
urban areas with complex radar structures, or indoor
(GNSS-denied) environments — where GNSS signals
are either weak or unavailable, requiring alternative
strategies for maintaining effective communication
and coordination within the swarm.

II. VIRTUAL COORDINATE SYSTEMS

To ensure that the geographic routing protocol
operates in environments where geographic
coordinates may be unavailable or unreliable, virtual
coordinates, which were first proposed in [8], can be
used as a replacement.

A virtual coordinate is a position assigned to a
node based on its relative distance to neighboring
nodes. It should not coincide with the geographic
coordinate. In article [8], three cases of finding virtual
coordinates are considered successively: perimeter
nodes know their exact geographic coordinates (a
relaxation algorithm is used to solve the problem);
perimeter nodes know that they are actually located
on the perimeter, but we exclude the assumption that
these perimeter nodes know their exact geographic
location (relaxation and triangulation algorithms are
used to solve the problem); there is no information
about the coordinates of the perimeter nodes, but the
perimeter nodes know that they are on the perimeter
(relaxation and triangulation algorithms are used to
solve the problem).

The resulting virtual network topology mirrors the
physical network, preserving its structure and
connectivity. Once all UAVs (network nodes) in the
swarm (network) are assigned virtual coordinates, a
geographic routing protocol can be implemented.
Importantly, virtual coordinates allow the swarm to
maintain its connectivity in a flexible and
decentralized manner, even when actual geographic
data is unavailable.

Most of the work on VCS design uses "always-on"
static nodes to serve as topology "anchors" and is
therefore not suitable for routing in dynamic mesh
environments; the overhead generated by these
algorithms is often comparable to that of table-based
routing protocols [9].

In article [10], a gradient-aware virtual coordinate
system (GAR) for multi-node mesh networks is
proposed. It creates a routing gradient in the network
without the need to obtain location information from
external sources such as GPS or cellular infrastructure
and approximates the physical topology up to the
rotation and translation operations of the network
graph. The proposed VCS distributes and
dynamically assigns logical addresses to nodes based
on information periodically exchanged in physical
layer beacons or specially designated packets, as well
as (possibly erroneous) distance estimates to nearest
neighbors obtained using the received signal strength
(RSS). The system dynamically adapts to changing
network conditions, including network mergers and
splits, node on/off behavior, and node mobility.

The main goal of the proposed GARVCS system
is to enable a node to calculate its virtual GAR
address based only on locally available knowledge in
order to minimize the overhead of distributing
information throughout the network.

III. PROBLEM STATEMENT

We consider a network of n UAVs located in some
two-dimensional space, n <o [10]. Each UAV cannot
determine the geographic coordinates of its location.
Each individual UAV (network node) has a unique
identification numberi, i =1, 2, ... . Node i is able to
receive a signal from other nodes within a certain
radius. Based on the received signal strength (RSS),
node i can estimate the physical distance d;, between
itself and another node ;.

Let us denote the set of one-hop neighbors of node
i as N;. Here, one-hop neighbors are adjacent nodes
that are directly reachable via the air interface without
any intermediate relay nodes. Two-hop neighbors of
node i are nodes that require a one-hop relay to
transmit data to node i. The set of two-hop neighbors

of node i is denoted as M, =(U/€Nb le)/N. The

sets of one-hop and two-hop neighbors do not
overlap.

Given that the nodes' geographic coordinates are
unknown, we aim to construct a virtual topology that
mirrors the physical topology up to rotation,
translation, and scaling. In the virtual topology, node
i has virtual coordinates s; = (x;, ;). Since nodes are
constantly moving in the network, their physical
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coordinates change over time, as do their virtual
coordinates. For this reason, we introduce another
index — the time step . The goal is to find the virtual
coordinates s; = (x;, ;) of node i at time step ¢.

To construct a virtual topology that mirrors the
physical topology, including rotation, translation, and
scaling, we assume that the following information is
available at each node:

o alist of unique identifiers (IDs) of destinations;

e alist of unique IDs of one-hop neighbors, their
GAR addresses, and distance estimates to them,
obtained, for example, using RSS;

o lists of two-hop neighbors, i.e., for each one-
hop neighbor, a list of IDs of its neighbors and their
GAR addresses.

We restrict it to two-step neighbors, providing a
trade-off between the overhead and accuracy of the
algorithm.

Most of the above information is obtained from
neighboring nodes through the exchange of signaling
packets, while distance estimates can be obtained by
measuring the RSS and then applying a free-space
propagation loss model or by any other available
method, including an empirical estimate based on the
number of common neighbors. Identifiers should be
pre-stored as a phonebook. The remaining parameters
should be defined for each node individually or
globally, depending on the type and characteristics of
the radio interface used and the overall considerations
for the network in question.

There are no specific restrictions on nodes or the
network's purpose. For example, nodes can move
freely, be temporarily turned on and off, etc.

Spar; =St z
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In equation (4) s,,,; is the virtual coordinate of
node i at iteration k + 1, recursively updated from s,

, and A is a parameter defining the relative
convergence step. The functions F(d,d,) and F»(d,

dy) control the force with which the current node is
pushed or pulled by its neighbors.

Fault tolerance is one of the basic properties of
intelligent swarm systems. In real-world operating
conditions, UAVs can fail due to mechanical damage,
loss of power supply, interference with the
communication channel, or enemy action. Despite
this, the swarm must continue to perform its assigned
mission  without losing controllability and
coordination.

1) Principles of ensuring fault tolerance

Fault tolerance is achieved due to:

- F(p(sk,nsk,j)»di,j)"'z

IV. ALGORITHM FOR DETERMINING THE VIRTUAL
COORDINATES OF A NODE

The algorithm constructs an optimization
objective function that includes distance estimates to
neighbors one hop away and penalties based on
neighbors two hops away. The optimization problem
is solved to obtain the most suitable virtual address.

Consider the following optimization function

F(s,)= X[ Alp(ss,)-4,)
JeN;

+ ZF;(p(S,skJ),diqj) , (D

JeM;

where p(sl.,sj.) = \/(xi —xj)z +(yi —yj)z; s =(x,y)
is the resulting pair of virtual coordinates for the node
in question, which it must adopt at the current step.
Optimization of function (1) consists of finding
the virtual coordinates of node i by minimizing the
penalty assigned to it for violating a set of rules.

A
Fl(d,d”)zd—(d—dn), ()
A
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0,d>d,.

where d, is a predefined limit.
The updated virtual coordinate of the current
node is calculated as follows:

Sk T Sk

jEM,.p(T,Sk:.)FVZ(p(sk,ﬂsk‘j),di’j) A. (4)

e Distributed control architecture. There is no
single decision-making center, so the loss of one node
does not disrupt the system.

e Automatic topology reconfiguration. After the
node disappears, the connectivity graph G(¢) is
updated, and neighbors rebuild communication routes.

e Local state analysis. Each agent stores a list of
active neighbors in the Hello table, which is regularly
updated. If a node does not respond within
TtimeoutT _{timeout} Ttimeout, it is removed from
the list.

e Self-recovery of communications. UAVs
search for new connections using the Neighbor
Discovery mechanism or transmitter power
expansion to temporarily overcome the network gap.
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2) Swarm reconfiguration model

After losing a node, the swarm transitions to a new
topology state:

G'(1+At)=G(1){v,}.

To Preserve Integrity, the following condition
must be met:

X (L(G'(1+A1))) >0,

where A, is the second eigenvalue of the Laplace
matrix, which guarantees the connectivity of the
graph.

If &> — 0, the local reconstruction procedure is
activated: the drones increase the communication
range, move towards the nearest nodes and form new
edges in the graph.

3) Local stabilization mechanism

Each UAV checks its neighbors with a frequency
fcheckf {check}fcheck (typically 1-5 Hz). If one or
more neighbors disappear, a local stabilization cycle
is activated:

S =S, +nz (Sn,/‘ _Sﬂ"’)’

JeN]

where N/ is the updated set of neighbors; 1 is the

correction coefficient.

This mechanism allows the swarm to “tighten” the
created gap without the intervention of an external
controller.

4) Detection and compensation of communication
loss

In addition to the physical loss of the drone, it is
critically important to restore the logical connection.
For this purpose, the following are used:

* Multi-Path Routing: data can be transmitted via
several alternative paths.

* Link Quality Estimation: the system selects the
optimal connection based on RSSI and SNR.

* Role reassignment: if the leader of the local
swarm is lost, the neighbors select a new one based
on the centrality or energy reserve metric.

5) Self-Healing Algorithm

The algorithm works in four stages:

a) Loss detection: if a neighbor does not respond
within Tiimeous, the drone marks it as inactive.

b) Impact assessment: it is analyzed whether the
loss of a node caused the graph to become
unconnected.

If 22(L(G)) < Amin, a rebuild is started.

¢) Search for new neighbors: the Extended
Neighbor Discovery mode is activated, in which the
signal range is increased.

d) Topology rebuild: the neighboring drones shift
their positions according to the updated set of
coordinates in the VCS until a stable connection is
restored.

e) Full isolation scenario

If an individual UAV becomes completely
isolated, it enters the autonomous survival mode
(Survival Mode).

f) In this mode, the drone:

e reduces the transmitter power to save energy;

o periodically sends broadcast search signals;

¢ when new nodes are detected, it initiates the
creation of a new local swarm GnewG_ {new} Gnew;

e synchronizes its VCS with the obtained
neighbors using the Merging procedure.

Thus, even a single node can become the nucleus
for the formation of a new swarm, which ensures self-
renewal of the system at the architecture level.

g) Assessing the effectiveness of fault tolerance

The following metrics are used to assess the
effectiveness:

o Connectivity retention ratio (CR):

N

CR — active ,
N,

total

where Nuuive 1S the number of nodes that remain
connected after failures.

e Reconfiguration time (T reconf): the interval
between the loss of a node and its restoration.

o Bandwidth loss (ABW): the difference between
the initial and current bandwidth after the incident.

For stable swarms, the following values  are
characteristic:

CR >0.9, T reconf <3s

h) Advantages of distributed fault tolerance

e absence of a single point of failure;

e ability to self-reconfigure without operator
intervention;

e maintaining collective control even with partial
loss of equipment;

e adaptation to dynamic battlefield conditions or
catastrophic environments.

V. RESULTS

The algorithm for calculating virtual coordinates
for a swarm consisting of five fixed-wing UAVs
flying on a given horizontal course was tested using
mathematical models of longitudinal and Ilateral
motion  dynamics. Perturbations caused by
atmospheric turbulence were introduced into the
equations of the dynamic models. The virtual
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coordinates were calculated according to expressions
(2), (3). The positions of the UAVs in the swarm were
adjusted based on the virtual coordinates, taking into
account the current distances between adjacent
UAVs.

VI. CONCLUSION

In this paper, we implemented an approach to
control the topology of a swarm of UAVs based on the
calculation of virtual coordinates in conditions of
atmospheric turbulence and the absence of GPS
information. This approach will be further validated
using a real UAV swarm.
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J. O. Tpomwok, K. C. Jlecoropcbkuii. KepyBaHHSI TOIOJIOTi€I0 POI0 0€3MiT0THUX JIITAJIBLHHUX aNlapaTiB

CrarTio NpHUCBS4YeHO NpoOsieMi KepyBaHHS TOMOJIOTIEI0 posi Oe3nminoTHUX JitanbHux anapatiB (BIIJIA). OcHoBHuM
3aBIaHHSIM NPH QYHKIIOHYBaHHI POIO € MiATPUMaHHS JTUHAMIYHOI TOMOJIOT1], TOOTO CTiiiKoro iH(popMamiifHoro oOMiHy i
CTPYKTYPHOI Y3rO/PKEHOCTI MK €JIEeMEHTaMH POIO B YMOBaX IIOCTiHHMX 3MiH cepenoBHiia. [loka3aHo, 1110 BUKOPHCTaHHS
BIJOMHUX MIiIXOMIB Tepeadadae BUKOPUCTAHHS III00aIbHOI CYIyTHHKOBOI HABIramiiiHOT cHCTEMH JUTA MO3UIIOHYBaHHSI
BIUIA, Hanpukian, cucteMu riaobansHoro nosunionyBaHas (GPS), mo € HenmpuitHATHAM, OCKUTBKY IIPH BUKOHAHHI CBOiX
3aBnanb BIIJIA MOXyTh panTOBO CTHKATHCS 3 BTpaToro curHamiB GPS, mo moske npusBecTy 10 BincyTHOCTI iH(popMartii
po Micrie3HaxopKeHHs. [ miaTpuMKi (yHKIIOHATBHOCTI, IO BKJIFOYAE€ BHKOPHCTAaHHSA reorpadivHAX IMPOTOKOIIB
MapIIpyTH3alii, MATPUMKA 3B'SI3HOCTI B TMHAMIYHAX MEPEKEBUX yMOBaX Ta aIalTalil0 O TOMOJOTIYHHX 3MiH y poi
BIUIA, y po0OoTi BUKOPHCTOBYIOThCS BipTyalIbHUMH KOOpAMHATaAMH. Y poOOTi po3pobieHa BipTyalbHa KOOpPAWHATHA
cUcTeMa, 10 € OCHOBOIO 3aIPOIIOHOBAHOTO METOY YHpaBiliHHsS TomoJorieto poto BITJIA, mo 3abe3neuye BiCyTHICTH
HasiBHOCTI: TIJI0OANbHUX KOOPAMHAT, LEHTPATi30BAaHOTO KOHTPOJEpa, Y3rO/DKEHHs MOJeled pyxy, HONepeaHbol
kaniOpyBaHHs opmarii poro. Cuctema (QyHKI[IOHYE BUKIIIOUHO HA OCHOBI JIOKAJIbHUX BUMIPIOBaHb BiJICTaHEH! JI0 CYCi/iB,
o poOuTh ii yHIBEpCalbHOIO, MacIITa0OBaHOIO Ta CTiiKoio 10 BTpar okpemux BIIJIA. Po3poGneHo aiaroputmu
00'eqHaHHS Ta NOALTY pOiB Ha OCHOBI BipTyalbHOI KOOPAWHATHOT CUCTEMH.

KiarouoBi cjoBa: Oe3milioTHI JTiTamkHI amapaTH;, BIPTyaslbHI CHCTEMH KOOPIMHAT; TeorpadidHi IPOTOKOIH
MapIIpyTH3allii; AHHAMIYHA TOTIOJOTIS; POOOTOTEXHIUHI pOl; BIIMOBOCTIHKICTE.
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