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Multi-Level Decision-Making Architecture for Reliable AI Drone Operations 

A new approach to reliable and trustworthy artificial intelligence (AI) systems for 
unmanned aerial vehicle (UAV) swarms is proposed. The framework introduces a 
multi-level decision-making architecture that enhances autonomy, adaptability, and 
efficiency in complex environments. Key features include adaptive learning, self-
healing mechanisms, and integration of explainable AI principles. Results of 
simulations demonstrate improved safety and efficiency drone applications.  

Architecture of reliable AI for UAVs Swarm operations. 
The architecture of reliable AI for drones is designed to enhance operational 

efficiency, safety, and adaptability in dynamic environments. Central to this 
architecture is the integration of a multi-layered operational system that incorporates 
various subsystems, each playing a critical role in ensuring reliability and performance. 
This allows for the early detection of potential failures and the implementation of 
preventive maintenance strategies, which are need for decrease operational costs [1]. 

The architecture also incorporates advanced artificial intelligence principles, 
enabling the processing of large data streams from multiple sensors, such as GPS, 
inertial measurement units (IMUs), and environmental sensors. This data fusion 
enhances situational awareness and improves navigation accuracy, which is vital for 
mission success. Additionally, the architecture features a hierarchical decision-making 
framework that combines reactive and deliberative planning. 

The Multi-Level Decision-Making Architecture for UAV Swarms represents a 
novel approach to managing complex drone operations in dynamic environments. This 
architecture is designed as a hierarchical system, comprising multiple layers of 
decision-making processes that work in concert to ensure optimal swarm performance. 

At the lowest level, individual drones are equipped with reactive decision-
making capabilities, allowing for rapid responses to immediate environmental changes 
or threats. The middle layer focuses on tactical decision-making, coordinating the 
actions of small groups of drones to achieve specific sub-goals within the overall 
mission. At the highest level, strategic decision-making processes oversee the entire 
swarm operation, making high-level choices about resource allocation, mission 
priorities, and long-term planning. 

This layered approach (fig.1) enables the swarm to simultaneously handle 
immediate challenges while maintaining overall mission coherence. Furthermore, the 
integration of self-healing components ensures operational continuity even in the face 
of individual drone failures or communication disruptions. By combining these 
elements, the Multi-Level Decision-Making Architecture provides a robust, flexible, 
and scalable framework for managing UAV swarms in complex and unpredictable 
scenarios. 
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Fig. 1. Multi-level decision-making architecture for AI Drone Operations. 
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Transparency and limitations of decision-making processes. 
At the strategic level, the decision-making processes utilize interpretable 

models such as decision trees and rule-based systems. These models provide clear 
insights into how high-level decisions about resource allocation and mission priorities 
are made. For instance, the choice to reallocate drones from one sub-swarm to another 
can be traced through a series of logical rules, considering factors like mission 
urgency, resource availability, and overall swarm objectives. 

The tactical level employs a combination of interpretable models and more 
complex algorithms. While some tactical decisions can be explained through 
straightforward heuristics, others may involve machine learning models that balance 
multiple objectives. In these cases, values are used to provide insights into the relative 
importance of different factors in the decision-making process [2]. 

At the reactive level, where split-second decisions are crucial, maintaining full 
explainability becomes challenging. Here, the focus shifts to ensuring reliability and 
predictability rather than complete transparency. However, these reactive behaviours 
are extensively tested and validated to ensure they align with expected outcomes. 

To address these limitations, ongoing research focuses on developing more 
advanced explainable AI techniques specifically tailored for swarm intelligence 
applications [3]. 

Despite these measures, several limitations and challenges remain: 
1) Complexity of swarm increases, the interplay between different decision-

making levels can lead to emergent behaviours that are difficult to predict or explain. 
2) The need for rapid decision-making, particularly at the reactive level, can 

sometimes conflict with the goal of full transparency. 
3) In certain applications, especially those involving sensitive operations, the 

requirement for transparency must be balanced against security concerns. 
4) The sheer volume of decisions made in a complex swarm operation can 

potentially lead to information overload for human operators in real-time. 
To enhance overall transparency, the architecture implements a comprehensive 

logging system that records decisions made at all levels, along with the corresponding 
input data and decision outcomes. This allows for post-mission analysis and auditing, 
providing valuable insights for system improvement and validation. The integration of 
transparency measures and the acknowledgment of current limitations represent crucial 
steps towards creating a reliable and trustworthy framework for UAV swarm 
operations.  
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