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Introduction

The theoretical basis for the transition to hierar-
chical dynamic self-organisation of computing nodes
in self-organising telecommunications systems lies in
the development of the edge and fog paradigms,
within which computation, data storage, control and
network functions are distributed along a continuous
chain from the cloud level to end devices [1]. This
approach creates the architectural conditions for
moving away from rigidly centralised data processing
and transferring some control decisions directly to
peripheral nodes, which is particularly important for
systems with variable topology, highly dynamic
workloads and strict requirements for processing
speed [2].

Analysis of recent research and publications

Recent review studies on fog and edge environ-
ments highlight that such systems are characterised
by resource heterogeneity, multi-tier architecture,
localised processing, and highly dynamic states [3, 4].
It has been shown that fog architecture does not
replace the cloud layer, but functionally complements
it, providing support for applications with strict
constraints on latency, processing location, and
resource availability [3]. At the same time, key open
issues include resource coordination, maintaining a
specified service level, effective orchestration, and
resilience to environmental changes [3, 6]. It is also
emphasised that dynamic function migration,
resource virtualisation and changing load profiles
require adaptive mechanisms for organising compu-
ting nodes [4—17].

A separate area of research concerns the
placement of services and tasks in fog/edge
environments. Relevant studies have systematised the
main optimisation criteria, the most commonly used
of which are latency, cost, power consumption and

resource utilisation [5]. However, in most such
approaches, the structural organisation of the network
is treated as a predefined operating environment,
whilst its adaptive reconfiguration in response to
changes in traffic or node status remains outside the
scope of the main model [5, 18]. Works on orchestration
in fog computing also note that coordinating decisions
across different system levels is one of the central
challenges, and that centralised control mechanisms do
not always ensure adequate scalability and performance
in large and dynamic environments [6]. This indicates a
gap between the tasks of processing optimisation and
the tasks of self-organisation of the network structure
itself.

Research into the hierarchical clustering of nodes
is of considerable interest specifically for telecommu-
nications systems. These works propose approaches
to the structural grouping of computing nodes, taking
into account their performance, topological proximity,
delays and the bandwidth of communication channels,
which allows for the formation of more balanced
clusters and improves the balance between intra-
cluster and inter-cluster interactions [7]. However,
such approaches are primarily focused on forming the
initial or current cluster structure and do not fully
describe the system’s behaviour under conditions of
mass failures, degradation of coordinating nodes, or a
sudden change in the spatial profile of traffic [7].

Further development in this area involves research
into the selection of cluster coordinators and the
establishment of control channels. Relevant studies
have examined local ranking of candidate nodes, as
well as the application of failover mechanisms,
heartbeat monitoring and automatic role switching in
the event of failures [8]. The practical significance of
such approaches lies in the transition from a static
hierarchy to a managed hierarchical structure, in
which individual nodes perform specialised
coordination functions and ensure the sustained
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operation of the cluster [8]. At the same time, the
problem of coordinating clustering procedures, the
selection of coordinators and the reconfiguration of
links within a single method remains insufficiently
addressed.

International research confirms that a multi-tiered
organisation of nodes provides an effective architect-
tural foundation for scaling distributed environments,
localising solutions and reducing dependence on a
global control centre [11, 12, 19]. In such approaches,
multi-tiered organisation is viewed not only as a means
of structuring the system, but also as a tool for
enhancing adaptability, reducing response times to
changes in the environment, and increasing the
autonomy of individual network segments [11, 12].
At the same time, the effectiveness of multilevel
control is achieved only provided there is a clear
division of roles between levels, coordination of local
and global decisions, and timely reconfiguration of
control links in the event of a disruption to normal
operation [13, 14].

In recent research, increasing attention is being
paid to agent-based and decentralised orchestration
models capable of accounting for constraints on
nodes’ processing, memory, power and communica-
tion resources, as well as adapting to mobility and
failures [10, 20]. The advantage of such approaches
is the absence of a single critical decision-making
centre; however, they do not in themselves define the
principles for forming a stable structural hierarchy,
the mechanisms for delegating roles between levels,
or the rules for the system’s transition from one stable
state to another following a change in topology [10].
This necessitates the combination of local autonomy
with hierarchical control logic.

Research into the stability of leader-selection
mechanisms under conditions of dynamic topological
changes warrants particular attention. It has been
shown that classical coordinator selection schemes
lose their effectiveness in the event of intense churn,
message loss and resource heterogeneity, leading to
frequent re-elections, increased overhead traffic and
coordination instability [15]. For self-organising
telecommunications systems, this means that the
mechanism for appointing coordinating nodes must
be not only formally correct, but also adaptive, load-
tolerant and geared towards the practical operating
conditions of the network [15].

The importance of simulation modelling for
validating such methods is underscored by the
development of specialised modelling tools that
support node mobility, clustering and microservice
orchestration in edge/fog environments [9]. The use
of such tools allows for the investigation not only of
steady-state operating modes, but also of reconfigu-
ration scenarios arising from node failures, changes
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in traffic intensity, or the introduction of new ele-
ments into the network [9].

Thus, an analysis of the scientific literature
indicates that existing research provides a solid
theoretical and practical foundation for developing
methods of self-organisation in distributed environ-
ments, but do not provide a complete solution to the
problem of hierarchical dynamic self-organisation of
computing nodes in self-organising telecommunica-
tions systems [1, 6, 7, 10, 12, 13]. Existing approaches
are predominantly focused either on clustering
without a detailed reconfiguration mechanism, or on
the selection of coordinators without formalising the
multi-level transition between network states, or on
the placement of services without an explicit
description of the logic for constructing a stable
hierarchy [5, 6, 7, 8, 10]. In this regard, there remains
a need to develop a method that combines adaptive
structural grouping of nodes, robust coordinator
selection, event-driven reconfiguration of intercom-
nections, and multi-criteria evaluation of the impact
of these decisions on the system’s reliability, resili-
ence and performance [11, 12, 13, 15].

Problem Statement

The problem considered in this article is to
develop a method for the hierarchical dynamic self-
organisation of computing nodes in self-organising
telecommunications systems under conditions of
variable topology, heterogeneous node resources,
dynamic traffic and partial failures. Solving this
problem requires combining adaptive clustering of
nodes, robust coordinator selection, event-driven
reconfiguration of intra-cluster and inter-cluster con-
nections, and preservation of acceptable perfor-
mance, reliability and resilience indicators under
changing environmental conditions.

The purpose of the article

The aim of the article is to develop a method for
the hierarchical dynamic self-organisation of compu-
ting nodes in self-organising telecommunications
systems that ensures the formation of a multi-level
control structure and the adaptive reconfiguration of
inter-node connections under changing environmen-
tal conditions in order to improve network reliability,
resilience and scalability.

Summary of the main material

Let us consider a self-organising telecommunica-
tions system as a dynamic weighted graph

G = (V(),EM), (1)
where V(t) = {v,v, ...,vn} — a set of computing

nodes at a given point in time t; E(t) —a set of logical
or physical connections between them.
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Each node v; is characterised by a state vector
s;(t), which includes available computing power
pi(t), amount of free memory m;(t), available
bandwidth b;(t), energy resource e;(t), reliability
assessment 1;(t) , local processing queue q;(t) ,
connectivity coefficient g;(t) , as well as their
position within the management structure.

Every connectione;; € E(t) is characterised by its
latency d;;(t), bandwidth c;;(t), current load l;;(t)
and probability of availability a;;(t). The network
state is non-stationary, as the set of nodes may change
due to the addition of new elements, failures or loss
of connectivity, whilst channel parameters vary under
the influence of traffic, environmental conditions and
routing decisions. Under such conditions, the use of
static topology synthesis is insufficient, necessitating
the use of dynamic self-organisation mechanisms.

The aim of self-organisation is to establish a multi-
level management structure H(t), which, at any
given moment, strikes a balance between localised
decision-making, fault tolerance, acceptable opera-
tional costs and traffic processing efficiency.

Let H(t) = {L,(t), L,(t),... L,(t)}, (2)

Where L;— the level of standard computing nodes;

L, (t) — cluster coordinator level; L (t) — the level of
macro-cluster coordinators or regional aggregators.

If necessary, additional management levels can be

introduced into the system. However, a node’s affilia-

tion with a particular level is not fixed and may
change during the system’s operation.

The aim of hierarchical dynamic self-organisation
is to determine, at each time step, the partition of the
set of nodes V(t) into clusters Ci(t), selection of
coordinators u,(t) for each cluster, establishing
inter-cluster connections and a higher-level structure,
and defining transition rules between configurations
H(t) —» H(t + At) when the status of nodes, chan-
nels and traffic changes, as well as determining the
recovery policy in the event of partial network
degradation.

Let us denote by x;; (t) a binary node membership
variable v; to the cluster C(t), and after y;, (t) —
a binary variable indicating whether the node is
running v; the role of cluster coordinator Cy(t). In
that case, the restrictions must be observed
Lexie () =Ly () < xp (@), Ziyy(6) =1 for
each cluster C, (t).

In addition, the clustering procedure must take
1nto account constraints on the maximum cluster size,
the permissible intra-cluster delay, the minimum
density of internal links, and the maximum load on
the coordinator. If, due to N, (t) specify the set of
cluster nodes Ci (t), in which case the coordinator is
subject to additional requirements regarding the
availability of sufficient reserve resources after the
performance of management duties.

It is advisable to define the integral criterion for
structural quality in the form of a functional

J(H@®)) = a;D(H,t) + ayB(H, t)+azR.r,(H, ©) — a,A(H,t) — asS(H, ), 3)

where D(H, t) — average processing and transmission
delay; B(H,t) — node load imbalance index;
R¢pg(H,t) — econfiguration costs; A(H, t) — service
availability metric; S(H, t) — survival rate; a, ... ag —
weighting factors.

The aim of self-organisation is to minimize
] (H (t)) given the resource and structural constraints.

Unlike static clustering, the proposed approach
considers the optimality of the structure relative to the
current state of the network. Consequently, the
system does not aim to achieve a single global
optimum, but rather transitions sequentially between
quasi-stable configurations, each of which is accep-
table within a specific time interval. This approach
makes it possible, on the one hand, to avoid excessive
reconfiguration frequency, and on the other, to avoid
maintaining an inefficient configuration following
local operational disruptions.

For the practical implementation of the method, it
is advisable to identify three classes of events that
trigger an analysis of the system’s state: resource-
related, topological and traffic-related. Resource-

related events include those associated with a
reduction in a node’s available computing resources
or the exceeding of specified load thresholds.
Topological events are caused by the appearance, loss
or degradation of nodes and communication channels.
Traffic events are defined by a significant change in
the intensity, priority structure or spatial distribution
of flows. It is these classes of events that form the
basis of the event logic of dynamic self-organisation.

A multi-level organisation involves the sequential
formation of a management structure [7, 11, 12]. At
the lowest level, local clusters are formed, with a
coordinator appointed for each one. At the next level,
the coordinators are grouped into a higher-level
management circuit, and, if necessary, a similar
procedure is repeated to form macro-clusters. This
scheme reduces the scope of local tasks and limits the
volume of service exchange to the boundaries of
functionally related subsets of nodes.

To assess the feasibility of merging nodes v; and
v; let’s introduce a proximity function into a single
cluster
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05® = B1 (T,(0) + Bty (6) + Bl (6) + B4 () + BsT5 (O, @

where fi;(t) — standard delay; ¢;;(t) — nominal
throughput; }’fl'](t) — node resource profile compati-
bility index; T, (¢) — the volume of traffic exchanged
between nodes or related subtasks; g,,(t) — structural
proximity index in the relationship graph; ;... Bs —
weighting factors.

As @;(t) ncreases, it becomes more advantage-
eous to include the relevant nodes in a single cluster.

In telecommunications systems, cluster formation
cannot be based solely on the resource characteristics
of the nodes [7, 11, 12, 17]. A cluster must ensure not
only the availability of sufficient computational

resources, but also high structural connectivity, an
acceptable level of intra-cluster delay, and a balanced
load distribution. In this regard, the clustering
procedure must take into account both structural-
topological and functional parameters simultane-
ously. In the simplest case, this requirement can be
met by modifying the graph modularity criterion with
additional penalties for exceeding the maximum
cluster size, increased intra-cluster latency, and
severe resource asymmetry.

Quality criterion for a local cluster Cy(t) it is
advisable to specify as

Qi (t) = MM () — A3 Di s (t) — A3Up (B) — A4P(2), Q)

where M (t) — modified cluster modularity; D;;, x (t) —
average intra-cluster delay; Uy, (t) —resource and load
imbalance index; P,(t) — a fine for breaching
structural restrictions; A; ... A, — weighting factors.

The formation of the lower level of the hierarchy
boils down to maximising the overall cluster quality
score. Once the composition of the cluster has been
determined, the task of selecting a coordinator must
be addressed. Unlike single-criterion approaches, it is
advisable to use a comprehensive ranking

Ry (t) = v10,(6) + v, (£) + yzceny (t) + yaau (t) + ysstab;(t) — yefail;(t) —y,q,(t),  (6)

where cen; (t) — the local centrality of a node within
a cluster; a;;, (t) — the average channel availability
metric between the candidate node and other cluster
elements; stab;(t) — indicator of historical opera-
tional stability; fail;(t) — failure or degradation rate;
q,(t) — rated current load.

The node with the highest value is designated as
the coordinator R;;(t) provided that the minimum
threshold requirements for critical parameters are met
[8, 15].

An important feature of the model is coordinator
redundancy [8, 15]. For each cluster, in addition to the
primary coordinator, an ordered list of backup nodes
is formed. This makes it possible to restore the
cluster’s operational capability without a complete
re-clustering. In the event of a coordinator failure,
provided the quality of the intra-cluster connections
remains acceptable, a local re-election procedure is
performed within the existing cluster composition.
Only when the quality of the structure falls below a
specified threshold is a procedure initiated to split,
merge or completely reorganise the cluster.

At the highest level, coordinators from lower
levels form a super-graph GH(t), in which the
vertices correspond to clusters, and the edges
represent the intensity of inter-cluster exchange and
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the quality of the channels between coordinators. To
this end, the clustering procedure or aggregation into
macro-clusters may be reapplied to the supergraph.
This ensures the recursiveness of the model, whereby
lower-level rules are transferred to the coordinator
level, with the metrics of individual nodes replaced
by aggregated cluster indicators.

Aggregated cluster metrics C (t) It is advisable to
define these not as simple averages, but as character-
ristics that preserve the critical features of its state. In
particular, the available computing power of the
cluster should account for a reserve of resources for
the coordinator’s service functions; cluster availabi-
lity should be determined via the minimum or harmo-
nic mean of the availability of key channels; service
delay must be assessed as a combination of intra-
cluster and inter-cluster components. This approach
prevents the smoothing out of bottlenecks during
aggregation and reduces the risk of an unduly
optimistic assessment of the system’s state.

The result is a nested, multi-level management
structure in which each level performs its own
functions. The lower level ensures local load
balancing and a short response loop to changes. The
middle level handles inter-cluster coordination and
the exchange of information regarding resource
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status. The top level performs global policy functions,
including reviewing criterion weights, prioritising
traffic and initiating large-scale reconfiguration. This
division of responsibilities makes it possible to
combine a high speed of local response with the
necessary level of global controllability of the system.

The proposed method of hierarchical dynamic
self-organisation of nodes is implemented as a cycli-
cal process involving network state monitoring, event
detection, structural decision-making, reconfigure-
tion, and verification of the effectiveness of the
resulting configuration. Unlike static clustering
algorithms, in the proposed approach, reconfiguration
is not performed periodically at fixed time intervals,
but is event-driven. This ensures a reduction in
operational costs during steady-state operation and a
reduction in the system’s response time when critical
state changes occur.

During the monitoring phase, each node generates
a local description of its own state, which includes
metrics on computational load, buffering, communi-
cation channel quality, traffic intensity with neigh-
bouring nodes, packet loss rates, signs of degradation,
and remaining resources. The transmission of this
information is organised differentially: at the lower
level of the hierarchy, local state vectors are propa-
gated within a potential or current cluster, whilst at
higher levels only aggregated indicators are trans-
mitted. This approach complies with the principle of
information locality and reduces the load on control
channels [10, 11, 12].

The second stage of the method involves detecting
events and determining the scale of the response. If
the change in state is confined to a local area of
influence and does not disrupt the basic connectivity
of the system, a local reconfiguration is initiated. If,
however, the coordinator’s operation is disrupted, a
critical inter-cluster channel is degraded, or the
balance of inter-cluster traffic is significantly altered,
the reconfiguration is escalated to a higher level of the
hierarchy. This approach avoids the need for a global
reconfiguration in cases where local measures are
sufficient, thereby ensuring the scalability of the
method [11, 12, 14].

In the third stage, the cluster structure within the
event’s influence zone is reassessed. Updated values
of the proximity function ¢p;;(t), are calculated for
the relevant nodes, after which the current cluster
boundaries are analysed and the appropriateness of
one of four basic solutions is determined: retaining
the current structure, local migration of a node bet-

ween neighbouring clusters, splitting an overloaded
cluster, or merging a cluster that has lost its internal
density or coordinating node. Restricting the set of
feasible solutions to a fixed set of structural actions
reduces the complexity of the selection and prevents
an unjustified complete restructuring of the network
as a result of each individual event.

The fourth stage involves selecting, confirming or
replacing the cluster coordinator. If the current
coordinator maintains an acceptable rating, the
system does not perform a re-election even if there is
an alternative candidate with a slightly higher score.
The use of this hysteresis rule is of fundamental
importance, as it reduces role instability and prevents
The
coordinator is replaced only if their rating falls below

an excessive number of service transitions.

the minimum acceptable threshold, if connectivity is
lost with a significant portion of the cluster nodes, or
if the expected benefit from the replacement exceeds
the set threshold value.

The fifth stage involves establishing or adjusting
the inter-cluster backbone. Cluster coordinators
exchange aggregated metrics on load, availability and
latency, after which the inter-cluster connection
tables and service exchange routes are updated. In the
event of a failure of an individual inter-cluster link,
the system searches for an alternative configuration
via neighbouring coordinators. If such reconfigure-
tion is not possible, the merging, splitting or
reorganisation of clusters in adjacent network zones
is initiated. Consequently, the inter-cluster backbone
is regarded not as a fixed superstructure, but as an
adaptive element of a multi-level structure.

The sixth stage of the method involves verifying
the effects of the reconfiguration. Following each
significant structural change, the previous and new
values of the quality criteria are compared. If no
improvement in key indicators is observed following
reconfiguration, and operational costs rise signifi-
cantly, the system may reject the new configuration
and revert to the previous state or switch to a more
conservative local solution. This mechanism prevents
destructive reconfigurations that are formally permis-
sible but actually lead to a deterioration in the net-
work’s condition.

The condition for the feasibility of a transition to
global reconfiguration can be expressed as

A]10c *+ Kjoc < A]glob + Kgloba (7)
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where Afjoc 1 A)g10p — the expected change in the
quality function following local and global reconfigu-
ration, respectively;

kloc and kglob — penalties that take into account
administrative costs and the duration of the relevant
procedure.

According to equation (7), a global reconfigu-
ration is justified only if the expected benefit exceeds
the associated costs.

To limit the frequency of reconfigurations, the
method introduces a stabilisation interval Ty, during
which the same cluster may only be reconfigured in
the event of a critical incident. This helps to reduce
structural oscillations. An adaptive threshold is also
employed 0(t), which depends on the current level of
network instability. In steady-state operating condi-
tions, the threshold value is higher, which increases
the system’s conservatism, whereas in crisis condi-
tions it is lowered, ensuring a faster response to chan-
ges in the environment.

A key feature of the proposed method is the
integration of three control loops: structural,
resource-based and coordination. The structural loop
is responsible for the formation and modification of
clusters, the resource loop for assessing the load and
availability of resources, and the coordination loop
for assigning roles, synchronising states and maintai-
ning service exchange between levels of the
hierarchy. It is precisely this integration that provides
grounds for considering the proposed approach as a
method of hierarchical dynamic self-organisation,
rather than as a collection of separate local heuristics.

The practical value of the method lies in the
possibility of its modular implementation. The
clustering procedure can be implemented using graph
algorithms with dynamic updating of link weights. It
is advisable to implement the selection of coordina-
tors as a ranking module with failover mechanisms.
The event-driven logic of reconfiguretion can be
represented as a state machine or a set of policies.
Such modularity simplifies the integration of the
method into systems for various purposes, in particu-
lar into edge/fog infrastructures and specialised
telecommunications networks, in which the function-
nal roles of nodes may change during operation.

From an algorithmic point of view, a full global
reconfiguration is the most computationally expen-
sive operation; therefore, it should be regarded as a
rare operating mode. In the normal case, the main
computational load is associated with the local
updating of link weights, the re-evaluation of
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coordinator ratings, and the checking of threshold
conditions. If the event’s area of influence is
significantly smaller than the size of the entire
network, the average complexity of a single reaction
cycle is reduced to processing only the subgraph
Gq (t), which ensures the scalability of the proposed
method. It is precisely due to the localisation of the
reaction that the hierarchical approach has an
advantage over fully flat coordination mechanisms.

It is appropriate to present the operation of the
proposed method of hierarchical dynamic self-
organisation of nodes as a sequence of interrelated
stages, as shown in Figure 1. In the first stage, the
status of nodes and communication channels is
monitored, with the generation of local and
aggregated indicators of load, availability and
exchange quality. In the second stage, changes in the
network status are detected and their criticality is
determined. In the absence of a critical event, the
system retains the current configuration and proceeds
to a new monitoring cycle. In the event of a critical
incident, the scale of the response is determined,
distinguishing between local cluster reconfiguration
and reconfiguration at a higher level of the hierarchy.
In the next stage, the cluster boundaries are
reassessed, a structural decision is made regarding the
preservation, division, merging or migration of
nodes, and the suitability of the current coordinator is
verified, with the possible selection of a backup node.
Following this, intra-cluster or inter-cluster connec-
tions are updated, the quality criteria of the new
configuration are calculated, and a decision is made
regarding its acceptance or rejection. The final stage
involves transitioning to a stabilisation interval and
initiating a new monitoring cycle, ensuring the
closed-loop nature of the self-organisation process
(Fig. 1).

To evaluate the effectiveness of the proposed
method of hierarchical dynamic self-organisation of
nodes, it is advisable to use not a single indicator but
a system of interrelated indicators, since any network
reconfiguration that improves a single characteristic—
such as delay-may simultaneously increase opera-
tional costs, the load on coordinators, or the frequ-
ency of structural reorganisations. In this regard, the
comparison of alternative schemes for organising a
self-organising telecommunications system should be
carried out on a multi-criteria basis, taking into
account performance, reliability, survivability and the
costs of restructuring.
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Fig. 1. Block diagram of the method for hierarchical dynamic self-organisation of nodes
in a self-organising telecommunications system

One of the key metrics is the average flow service
delay, which is best defined as the sum of the
transmission time between nodes, buffering time and
computational processing time:

1
Tavg =7 Zf(Ttr,f + Tq,f + Tproc,f)v 3

where F — the number of streams or sub-streams
being served. For self-organising systems, this metric
is sensitive to the quality of clustering, the correct
selection of coordinators, the length of inter-cluster
routes, and the speed of response to changes in the
environment; therefore, it reflects not only the
network’s performance but also the effectiveness of
the multi-level control structure.

The second important criterion is the uneven load
distribution across nodes, which can be assessed

using the normalised root mean square deviation of
the integral resource utilisation coefficient:

1 —
;Z?:l(ui_u)z

57 b

. ©)

where u; — the overall resource utilisation factor of
the i-th node, & — the average value of this coefficient
for the entire network. A decrease in B indicates a
more even distribution of the load, which is of
fundamental importance for a hierarchical system, as
an excessive concentration of functions on individual
coordinators increases the risk of cascading degrada-
tion and reduces the network’s stability. To assess the
system’s behaviour in emergency and transient
modes, it is also necessary to take into account the
service continuity index

© 0. Lozko, V. Pastushenko, 2026



ISSN 2075-0781 (Print), ISSN 2310-5461 (Online)

198 Science-based technologies Vol. 2(70), 2026
N

A — cont 10

serv Nall > ( )

where N;,,,; — the number of threads for which the
permissible service interruption interval has not been
exceeded; N,;; — the total number of active threads in
the scenario.

Unlike traditional availability, this metric is real-
time in nature and is sensitive to brief but critical
service interruptions.

Another key indicator is the reconfiguration time
(11)
where tgerect — the moment a critical incident is
detected; t,pcover — the moment at which the system
transitions to a new stable state.

For self-organising telecommunications systems,
this metric has direct practical significance, as even a
structurally sound reconfiguration cannot be consi-
dered effective if it takes too long and is accompanied
by a loss of controllability or a significant deteriora-
tion in service performance. It is advisable to present
an overall assessment of the system’s ability to main-
tain operational capability using the survivability
metric

S =M1Cconn + N24serv + n3(1 - Trcfg)a (12)

Trcfg = trecover — ldetect>

where C.,nn, — connection coefficient of the active
part of the network; T.r4 — standard reconfiguration

time; 14 ... N3 — weighting factors.

Unlike simple fault tolerance, the survivability
metric reflects a system’s ability to maintain a
functionally significant portion of the service in the
event of partial failures, which is particularly impor-
tant for systems with multi-tiered management and
partial centralisation.

In addition to the main criteria listed above, it is
advisable to use supplementary metrics, including the
frequency of coordinator re-elections, the frequency
of node migrations between clusters, the proportion
of service traffic in the total data transfer volume, the
number of structural oscillations over a given obser-
vation interval, and the decision locality coefficient.
The latter can be defined as the ratio of the number of
changes made without a global reorganisation to the
total number of reconfigurations. It is the combined
use of these metrics that enables a correct comparison
of centralised, flat, hierarchically unstructured and
multi-level control schemes and allows a transition
from qualitative judgements to a formalised asses-
sment of system behaviour.

Table 1 summarises the main criteria for evalua-
ting the proposed method.

Table 1
Key criteria for evaluating the hierarchical dynamic self-organisation method
. . . Desired direction of
Designation Indicator Contents
change
Tavg Average delay Total transmission, waiting and processing time Minimise
B Load imbalance Degree of imbalance in node resource utilisation Minimise
Service Proportion of flows without critical service .
Agery L . . Maximise
continuity interruption
Reconfiguration
Trerg eco . nglz N Interval for transitioning to a new acceptable state Minimise
S Resilience Overall assessment of service continuity Maximise

Verifying the effectiveness of the proposed
method requires simulation modelling, which must
replicate changes in traffic, node failures, channel
degradation, the introduction of new network
elements, and the control system’s response to such
events [9, 16]. It is advisable to use specialised
edge/fog environment simulators or other software
environments capable of replicating mobility, clus-
tering, microservice interaction, and dynamic
reconfiguration as the instrumental basis. The basic
structure of the experiment should cover at least three
alternative network organisation schemes: centra-
lised, flat distributed, and the proposed hierarchical
dynamic scheme. The centralised scheme is appro-
priate as a control variant with maximum global
awareness, but low resilience to critical failures of
control elements. The flat distributed scheme allows

© 0. Lozko, V. Pastushenko, 2026

the consequences of interaction to be assessed
without designating coordinators and without multi-
level localisation of decisions. The hierarchical
dynamic scheme is the subject of the study and must
be evaluated under identical conditions of load,
connectivity and resource availability.

It is advisable to include in the minimum set of
experimental scenarios a load-increase scenario, a
local failure scenario, in which individual cluster
nodes fail sequentially, a scenario involving group
failures with the loss of adjacent nodes or the coordi-
nator, a scenario involving changes in the spatial
distribution of traffic, and a scenario involving the
addition of new nodes.

The recommended structure of simulation scena-
rios for testing the method is shown in (Table 2).
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Table 2

Recommended structure of simulation scenarios for validating the method

Script Controlled factor

Expected outcome of the

K tri
ey metrics method

Increased load Rated load 0,4-1,3

Tavg, B proportion
of business traffic

Curbing the growth of delays
and imbalances

Failure of 1-3 nodes within

Local failures the cluster

Localisation of the
reaction without a global
reorganisation

Trcfgr Aserw N

Loss of neighbouring nodes

Group failures or the coordinator

Sustainable restoration
of governance and roles

Trergs Aserv, frequency
of re-elections

Changes in the spatial Redistribution of load

T4, B node/thread Structure adaptation without

traffic profile sources migration oscillations
.. Increase in the number of B, S, local nature of Scaling without a complete
Addition of new nodes . .
nodes and resources decisions reconfiguration

It is precisely this combination that makes it
possible to assess not only performance under normal
operating conditions, but also the system’s behaviour
in the event of structural degradation, partial failure
of control loops, and network scaling. In each
scenario, it is necessary to record the values of
key criteria and to store time series for subsequent

statistical analysis. It is advisable to present the
results comparatively in the form of dependencies of
average delay on load level, service continuity on the
proportion of failed nodes, the load unevenness
coefficient on traffic variability, and reconfiguration
time on the number of simultaneous failures. It is
precisely these graphs that most fully reflect the
advantages or limitations of the multi-level approach.

Comparison of Average Delay

—o— Centralized
Flat distributed
—A— Hierarchical dynamic

100 A

80 -

60

Average delay, ms

40 -

20 A

0.4 0.6 0.8

1.0 1.2

Normalized load

Fig. 2. Comparison of average latency for three network topologies as a function of normalised load

Fig. 2 shows how average delay varies with
normalised load for three network topologies. As the
load increases, the centralised topology exhibits the
fastest rise in delay, due to the concentration of
control and computational functions within a narrow
decision-making loop. The flat distributed scheme
performs better at initial load levels; however, as
traffic intensity increases further, its efficiency

decreases due to the increase in service exchange
between nodes. The proposed hierarchical dynamic
scheme is characterised by a more gradual depen-
dence, indicating better localisation of decisions
within clusters and a reduction in the load on the
global coordination level. Thus, the use of a multi-level
control structure allows the growth of average delay to
be contained under conditions of increasing load
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Comparison of Service Continuity

1.0 A

0.9 A

o o o
o N ©
)

o
n

Service continuity probability

0.4

0.3 1

—e— Centralized
Flat distributed
—&— Hierarchical dynamic

0.0 0.1 0.2

0.3 0.4 0.5

Fraction of failed nodes

Fig. 3. Comparison of the probability of continuous operation as a function of the proportion of failed components

Fig. 3 shows that as the proportion of failed nodes
increases, the probability of continuous service in a
hierarchical dynamic architecture decreases more
slowly than in centralised and flat architectures.

Consequently, the use of coordinator redundancy,
local role re-election and event-driven reconfigu-
ration enhances the system’s resilience to partial
failures and helps maintain service during transitional
states.

Comparison of Load Imbalance

—o— Centralized
Flat distributed
—&— Hierarchical dynamic

0.40 4

0.35 1

0.30 A

0.25 4

0.20 1

Load imbalance coefficient

0.15 1

0.10 1

0.1 0.2 0.3

0.4 0.5 0.6

Traffic variability

Fig. 4. Comparison of the load unevenness coefficient as a function of traffic variability

Fig. 4 shows that the proposed method achieves a
lower load imbalance coefficient compared to other
schemes. This indicates a more balanced distribution
of resource load between nodes, achieved through

© 0. Lozko, V. Pastushenko, 2026

adaptive adjustment of cluster boundaries, considera-
tion of resource asymmetry among nodes, and timely
local load redistribution. In practical terms, this
reduces the risk of coordinator overload and
cascading network degradation.
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Comparison of Reconfiguration Time

18
—8— Centralized

Flat distributed
16 4 —&— Hierarchical dynamic

14

12

10 A

Reconfiguration time, s

1 2 3

4 5 6

Number of simultaneous node failures

Fig. 5. Comparison of reconfiguration time as a function of the number of simultaneous node failures

The relationship shown in Figure 5 demonstrates
that, as the number of simultaneous failures increases,
the reconfiguration time in a hierarchical dynamic
scheme increases more slowly than in centralised and
flat schemes. This means that a significant proportion
of recovery actions are performed at lower levels of
the hierarchy without the need for full global coordi-
nation. Consequently, a multi-level management
organisation improves the speed of recovery and the
overall resilience of a self-organising telecommuni-
cations system.

Taken together, the dependencies shown in
Fig. 2-5 indicate that the proposed hierarchical
dynamic scheme offers a better trade-off between
delay, load balancing, service continuity and reconfi-
guration time compared to centralised and flat distri-
buted schemes. This confirms the advisability of loca-
lising decisions within clusters and using a multilevel
control structure to enhance the stability and resilience
of a self-organising telecommunications system.

The scientific value of the proposed approach lies
in the fact that the self-organisation of nodes is
viewed as a controlled, multi-level process whereby
the network transitions between valid structural
configurations. Unlike approaches in which cluste-
ring, coordinator selection and reconfiguration are
studied separately, in this work these components are
integrated within a single method. From the
perspective of the overall logic of the doctoral
research, this result occupies an intermediate yet
system-forming position between the problems of
multi-criteria flow distribution and those of adaptive
topology construction.

The practical value of the method lies in its
applicability to systems where nodes have their own
computing resources and where delays in control
decisions are critical [9, 10, 14]. Such systems may
include edge/fog infrastructures, distributed compu-
ting platforms, autonomous segments of industrial
networks, as well as special-purpose telecommunica-
tions systems. In all these cases, multi-level self-
organisation can be used as a means of reducing
dependence on a single coordination centre and
increasing network resilience without transitioning to
a fully flat, difficult-to-manage interaction. At the
same time, the practical implementation of the
method requires proper provisioning of coordinator
resources, the use of stabilisation mechanisms to
prevent structural oscillations, and the adaptation of
weighting coefficients to a specific network class.
Consequently, the final version of the article should
combine a formal description of the model, a rigorous
exposition of the method, a multi-criteria evaluation
system, and the results of simulation modelling, which
will substantiate the effectiveness of the proposed
approach in both theoretical and applied aspects.

To provide a clearer understanding of the
proposed method, it is advisable to compare the basic
classes of approaches to the organisation of
distributed telecommunications systems in terms of
key functional characteristics. Such a comparison
allows us to determine which specific components are
supported within centralised, flat distributed and
hierarchical approaches, as well as to justify the
difference between the proposed method and existing
solutions. A summary of the relevant characteristics
is given in (Table 3.)
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Table 3
Comparative overview of classes of approaches to the organisation of a distributed network
Approach Node clustering Select.lon Event—dr1V§n Survivability
of coordinators reconfiguration assessment
Centralised schemes Usually absent orset | A ﬁxed'control centre | Is predqmlnantly Limited
statically is used global in nature
Is implemented
Flat distributed Local or situational Implicit roles loc'ally, but is .
A . or temporary leaders difficult to Partial
schemes clustering is possible .
are used coordinate across
the entire network
Individual Is implemented in
hierarchical fog- Supported Supported p art Fragmentary
approaches P
. o Supporteq: ranked Supports both local Supported through
The proposed Adaptive clustering is selection of a system of
) . and global .
method supported coordinators with . interrelated
reconfiguration .
redundancy metrics

This comparison shows that centralised schemes
provide a high level of global awareness, but are
characterised by low resilience to critical failures and
significant dependence on a central node. Flat,
distributed approaches reduce dependence on a single
centre, but complicate decision-making, particularly
in conditions of intense traffic fluctuations, link
degradation or the need for rapid structural reorgani-
sation. Some hierarchical fog approaches partially
address these shortcomings, but typically focus only
on individual components, such as clustering, coordi-
nator selection, or function placement. In contrast, the
proposed method integrates adaptive clustering,
ranked coordinator selection with redundancy, event-
driven reconfiguration and multi-criteria network
state assessment, which defines its scientific and
practical distinction.

Conclusions

This article establishes the scientific and method-
logical basis for a method of hierarchical dynamic
self-organisation of computing nodes in self-organi-
sing telecommunications systems. It is shown that for
systems operating under conditions of variable
topology, resource heterogeneity and dynamic traffic,
both purely centralised and fully flat distributed
control schemes are inadequate. The feasibility of
transitioning to a multi-level control structure is
justified, combining local decision-making, fault
tolerance and the ability to globally coordinate
network operation policies.

A formalisation of a self-organising telecommuni-
cations system in the form of a dynamic graph is
proposed; a model of multi-level node organisation is
defined; a proximity function for clustering, an
integral coordinator rating, and the event-driven logic
of reconfiguration are described. Unlike approaches
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in which these procedures are considered in isolation,
in the proposed method they are integrated into a
single mechanism of hierarchical dynamic self-
organisation. This is precisely what constitutes the
essence of the further development of the method of
node self-organisation in self-organised telecommu-
nications systems.

A system of evaluation criteria has been proposed,
comprising average delay, load unevenness, the
probability of continuous service, reconfiguration
time, and an integral survivability metric. It is shown
that only the combined use of these metrics ensures a
correct comparison of different architectural schemes
and allows for the evaluation not only of the system’s
performance but also of its ability to maintain
operability under changing environmental conditions.

The structure of a simulation experiment has been
established for the subsequent verification of the
proposed method, and a recommended format for
presenting comparative results in the form of
graphical representations of key indicators has been
defined. The demonstration graphs presented do not
claim to be final experimental results, but serve a
methodological function by setting the form for the
future presentation of actual data. This approach
ensures the logical completeness of the article’s
structure as early as the manuscript preparation stage,
whilst at the same time avoiding the substitution of
real modelling with preliminary assumptions.

Further research should focus on the software
implementation of the model, serial simulation
modelling, statistically sound comparisons with
baseline approaches, and the adaptation of the
weighting coefficients of the criterion functional to
different classes of self-organising telecommuni-
cations systems. This will enable a transition from a
theoretically and algorithmically sound model to a
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fully-fledged, experimentally validated technology
for constructing multi-level self-organising networks.
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Jlo3ko O. B., ITactymenko B. B.
METOJ IEPAPXIYHOI I[I/IHAMI‘—IHOi CAMOOPFAHBAHﬁ OBUYUCJIIOBAJIBHUX BY3JIIB
Y CAMOOPI'AHI3BOBAHUX TEJIEKOMYHIKAHIFIHHX CUCTEMAX

Y cmammi pospobreno memood iepapxiunoi OuHamiuHOi camoopearnizayii 0OUUCTIOBANLHUX Y38 Y CAMOOP2AHIZ0-
BAHUX MENEKOMYHIKAYIIHUX CUCMEMAX, OPIEHMOBAHUU HA (QYHKYIOHYBAHH: 8 YMO8AX 3MIHHOI MONono2ii, HeOOHOPIO-
HOCmi pecypcis, OUHAMIYHO20 MPApIKy ma YacmKkoux 6iomMos. 3anponoHoanutl nioxio 6azyemvcs Ha gopmanizayii
cucmemu y 8ueni OUHAMINHO20 36AJiCeH020 epaga ma nepedbauac no6y008y bazamopieHesoi CmpyKmypu yRpasiiiHs
3 GUOLNEHHAM JIOKAIbHUX KIACMepis, KOOPOUHAmopie Klacmepie i euwjux pIGHIE azpecysanHsi. Y medicax memoody
su3HaueHo QyHKyito OaU3bKOCMI 01 Kiacmepusayii 8y3iie, inmespaibHuil pelimutne 8ubopy KoopouHamopie, npasuid
pe3ep8ysanis ma nodiegy 102iKy peKoHi2ypayii 6HympiuHbOKIACMEPHUX | MIJHCKIACMEPHUX 36 A3KIE.

Ha 6iominy 6i0 nioxoodis, y akux kiacmepusayis, 6udip KoopouHamopie i nepedy0osa cmpyKmypu po32iadaromscs
oKkpemo, y pobomi yi KOMNOHEHMU [HMeSPOBAHO 6 E€OUHULL MEeXAHI3M KepoeaHoi bazamopieHesoi camoopeaHizayii.
OOTpyHmMo8aHo cucmemy Kpumepiie oyiHIOB8AHHI, WO BKIIOYAE CePeOHI0 3aMPUMKY, HEPIBHOMIDHICINb 3A8AHMANCEHHS,
besnepepsuicmes  00CIy208y6anHs, Yac pekoHgizypayii ma inmezpanvhull noxasHux ocugyyocmi. Cghopmosano
cmpykmypy imimayitino2o excnepumenmy 0as nooanvuiol eepudixayii 3anpononoeanoco mMemoody md 6U3Ha4eHo
Gopmam nopisHsILHOZ0 NOOAHHSL PE3YIbIMAMIS.

Ipakmuuna yinnicmo pobomu NOS2AE Y MONICIUBOCHI 3ACMOCY8ANHs Memoody & edge/fog-inpacmpykmypax,
PO3NOOINEHUX OOYUCTIOBAILHUX NAAMPOPMAX | CHeYiani308anux meaeKOMYHIKAYIUHUX Mepexcax, 0e KPpUMudHuMu €
cmitikicmy, Macuimaboeanicmy i onepamugHicms pekougicypayii.

KnrouoBi cnoBa: camoopraHidoBaHa TeneKkOMyHiKaliiHa cucTema; iepapxidyHa camoopraHisauisi; knacTtepuvsadis
BY31iB; KOOpPANHATOP KnacTepa; nogieBa pekoHdirypauis; xuBy4icTe Mmepexi; edge computing; fog computing.

Lozko O., PastushenkoV.
METHOD FOR THE HIERARCHICAL DYNAMIC SELF-ORGANISATION OF COMPUTING
NODES IN SELF-ORGANISING TELECOMMUNICATIONS SYSTEMS

The article develops a method for the hierarchical dynamic self-organisation of computing nodes in self-organising
telecommunications systems intended for operation under conditions of variable topology, heterogeneous resources,
dynamic traffic, and partial failures. The proposed approach is based on the formalisation of the system as a dynamic
weighted graph and provides for the construction of a multi-level management structure with local clusters, cluster
coordinators, and higher aggregation levels.

Within the framework of the method, a proximity function for node clustering, an integral ranking for coordinator
selection, failover rules, and event-driven logic for the reconfiguration of intra-cluster and inter-cluster connections are
defined. Unlike approaches in which clustering, coordinator selection, and structural reconfiguration are considered
separately, these components are integrated into a single mechanism of controlled multi-level self-organisation. A system
of evaluation criteria is substantiated, including average delay, load imbalance, service continuity, reconfiguration time,
and an integral survivability indicator. The structure of a simulation experiment for the further verification of the
proposed method is formed, and a format for the comparative presentation of results is defined.

The practical value of the study lies in the possibility of applying the method in edge/fog infrastructures, distributed
computing platforms, and specialised telecommunications networks where resilience, scalability, and reconfiguration
efficiency are critical.

Keywords: self-organising telecommunications system; hierarchical self-organisation; node clustering; cluster
coordinator; event-driven reconfiguration; network survivability; edge computing; fog computing.
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