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METHOD FOR DETECTING ANOMALOUS LOCAL UPDATES AND ISOLATING
MALICIOUS PARTICIPANTS IN FEDERATED LEARNING SYSTEMS

Introduction

Federated learning is a distributed machine learn-
ing paradigm in which a global model is trained
through the cooperation of multiple participants
without direct transmission of their local datasets to
a central server. This approach is especially im-
portant for systems where data privacy, limited data
mobility, regulatory restrictions, or the critical nature
of information make centralized data collection un-
desirable or impossible. Such conditions are typical
for industrial Internet of Things systems, edge and
fog computing environments, medical information
systems, intelligent transport, autonomous platforms,
and critical infrastructure monitoring systems.

In federated learning, each participant acts as an
independent source of local training results. A partic-
ipant trains a local model using its own data and
then sends the obtained update to a central aggrega-
tion server. These updates may include model pa-
rameters, gradients, or weight changes, depending
on the selected learning architecture. The aggrega-
tion server combines the received updates to form an
improved global model. However, this interaction
creates specific security risks. Since the server usu-
ally does not have direct access to the original local
datasets or to the internal training process of each
participant, it is difficult to verify whether the re-
ceived updates are reliable, correct, and generated by
legitimate participants.

One of the key threats in federated learning is the
presence of malicious or compromised participants.
Such participants may send anomalous, intentionally
distorted, or statistically inconsistent local updates to
the aggregation server. These updates can reduce the
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accuracy of the global model, slow down conver-
gence, create hidden vulnerabilities, or lead to model
poisoning. In critical infrastructure systems, this
problem becomes especially dangerous because
incorrect model behavior may affect monitoring,
anomaly detection, decision support, and automated
control processes.

Existing studies show that federated learning sys-
tems require not only privacy-preserving mecha-
nisms, but also methods for detecting unreliable
participants and filtering anomalous local updates
before they influence the global model. Therefore,
the development of a method for detecting anoma-
lous local updates and isolating malicious partici-
pants is a relevant scientific and practical task.

The purpose of this study is to develop a method
for detecting anomalous local updates and isolating
malicious participants in federated learning systems.
The proposed approach is aimed at improving the
reliability of model aggregation by identifying local
updates that significantly deviate from the expected
behavior of the majority of participants and by pre-
venting such updates from affecting the global model.

Analysis of recent research and publications

The general concept of federated machine learn-
ing and its practical applications are considered in
[3]. The authors describe federated learning as a
promising approach for building machine learning
models in distributed environments where data can-
not be centralized because of privacy, ownership, or
regulatory limitations. This work provides the con-
ceptual basis for understanding federated learning
as a cooperation mechanism between multiple par-
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ticipants that exchange model updates instead
of raw data.

The main challenges, methods, and development
directions of federated learning are analyzed in [4].
The study emphasizes that federated learning differs
from traditional centralized learning not only by its
data distribution model, but also by the presence of
heterogeneous devices, non-identically distributed
data, communication limitations, and security risks.
These factors significantly complicate the process of
training and aggregating local models.

A broader overview of federated learning prob-
lems is presented in [5], where the authors systema-
tize open research challenges in this field. Among
the key issues, they highlight privacy, robustness,
fairness, communication efficiency, and resistance to
adversarial behavior. This confirms that the security
of federated learning cannot be reduced only to data
confidentiality; it also includes the reliability of par-
ticipants and the trustworthiness of model updates.

Security and privacy issues in federated learning
are analyzed in detail in [6]. The authors show that
federated learning systems may be vulnerable to
different types of attacks, including data poisoning,
model poisoning, inference attacks, and attacks per-
formed by malicious clients. This is important for
the present study because malicious participants can
compromise the learning process without directly
attacking the central server or accessing other partic-
ipants’ data.

The problem of Byzantine behavior in distributed
machine learning is studied in [7]. The authors pro-
pose a Byzantine-tolerant approach to gradient
aggregation and show that traditional averaging can
be highly vulnerable when some participants send
arbitrary or adversarial updates. This work is impor-
tant because it demonstrates that even a small num-
ber of unreliable participants may significantly affect
the final model if the aggregation procedure is not
protected.

Further development of Byzantine-robust distri-
buted learning is presented in [8]. The authors ana-
lyze robust aggregation methods and investigate
how distributed learning can remain statistically
effective in the presence of adversarial participants.
Such methods form an important theoretical founda-
tion for detecting and limiting the influence of
anomalous local updates in federated systems.

The hidden vulnerabilities of distributed learning
under Byzantine conditions are examined in [9]. The
authors show that some distributed learning systems
may remain vulnerable even when they use protec-
tion mechanisms. This means that the mere use of
robust aggregation is not always sufficient. Addi-
tional detection and filtering procedures are needed

to identify suspicious local updates before or during
aggregation.

Local model poisoning attacks against Byzantine-
robust federated learning are studied in [10]. This
work is especially relevant to the present article
because it demonstrates that malicious participants
can adapt their attacks to bypass robust aggregation
mechanisms. The study confirms that model poiso-
ning should be considered not only as a general
attack scenario, but also as a practical threat to real
federated learning systems.

A specialized approach to detecting malicious
clients in federated learning is proposed in [11]. The
FLDetector method is based on the idea that mali-
cious participants can be identified by analyzing the
inconsistency of their model updates across training
rounds. This approach is close to the logic of the
present study, since the detection of anomalous local
updates is considered as a basis for isolating unreli-
able participants from the aggregation process.

Collaborative malicious gradient filtering is con-
sidered in [12]. The authors propose an approach to
Byzantine-robust federated learning based on filter-
ing suspicious gradients. This confirms the impor-
tance of analyzing local updates not only individual-
ly, but also in relation to the behavior of other partic-
ipants. The comparison of local updates with the
collective distribution of updates is one of the pro-
mising directions for improving the reliability of
federated learning.

The previous research of the authors [13] was
devoted to predicting node compromise in edge and
fog environments for critical infrastructure objects.
That study considered the problem of compromised
nodes in distributed computing environments. In the
present article, this idea is developed in the context
of federated learning, where potentially compro-
mised elements are not only network nodes, but also
learning participants that may transmit anomalous
local updates to the global aggregation server.

Thus, the analysis of modern scientific literature
shows that federated learning is an effective ap-
proach for privacy-preserving distributed model
training, but it remains vulnerable to malicious par-
ticipants and model poisoning attacks. Existing stu-
dies have proposed Byzantine-robust aggregation,
gradient filtering, and malicious client detection
methods. However, the problem of detecting anoma-
lous local updates and isolating unreliable partici-
pants remains relevant, especially for federated
learning systems used in edge, fog, and critical infra-
structure environments.

At the same time, the analysis of existing studies
shows that many approaches focus mainly on robust
aggregation or filtering of individual updates during
a specific training round. However, in practical fed-
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erated learning systems, it is important not only to
reduce the influence of a suspicious update, but also
to identify the participant that repeatedly generates
anomalous updates and to isolate this participant
from further aggregation. Therefore, the develop-
ment of a method that combines local update anoma-
ly detection with participant-level isolation remains
a relevant task for improving the resilience of feder-
ated learning systems.

Thus, the analysis of modern scientific literature
shows that federated learning is an effective ap-
proach for privacy-preserving distributed model
training, but it remains vulnerable to malicious par-
ticipants, anomalous local updates, and model poi-
soning attacks. Existing studies propose Byzantine-
robust aggregation, gradient filtering, and malicious
client detection methods; however, many of these
approaches mainly focus on reducing the influence
of suspicious updates within a particular training
round. In practical federated learning systems, espe-
cially in edge, fog, and critical infrastructure envi-
ronments, it is important not only to filter or weaken
a single anomalous update, but also to identify par-
ticipants that repeatedly generate such updates and
exclude them from further aggregation. Therefore,
the development of a method that combines local
update anomaly detection with participant-level
isolation remains a relevant task for improving the
security and resilience of federated learning systems.

Problem Statement

In federated learning, the global model is updated
on the basis of local updates received from distribut-
ed participants. Under normal conditions, these up-
dates reflect the learning results obtained from local
datasets and should follow the general direction of
model improvement. However, if some participants
are malicious or compromised, they may transmit
distorted local updates that differ significantly from
the collective behavior of other participants and
negatively affect the global model.

Let the set of local updates received by the
aggregation server at training round tbe defined as:

AW = {Awf, AwS, ..., Aw}},

where Awfis the local update generated by the i-th
participant, and nis the total number of participants
in the federated learning system.

The main problem considered in this study is to
determine whether a local update Awfis consistent
with the general behavior of the other updates or
should be treated as anomalous. For this purpose,
ecach update can be compared with the reference
aggregated behavior of the participants:

St = d(aw!, Awb),
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where Sfis the anomaly score of the i-th participant
at round ¢, d(-)is a distance or deviation function,
and Aw'is the reference update calculated from the
set of received local updates.

If the anomaly score exceeds a predefined
threshold, the corresponding update is considered
suspicious:

StE>e.

The scientific problem is to develop a method
that not only detects such anomalous local updates,
but also identifies participants that repeatedly gene-
rate them and excludes these participants from fur-
ther aggregation. This makes it possible to reduce
the impact of malicious participants on the global
model and improve the resilience of federated lear-
ning systems to model poisoning attacks.

In federated learning, the global model is updated
on the basis of local updates received from distribut-
ed participants. Under normal conditions, these
updates reflect the learning results obtained from
local datasets and should follow the general direc-
tion of model improvement. However, if some par-
ticipants are malicious or compromised, they may
transmit distorted local updates that differ signifi-
cantly from the collective behavior of other partici-
pants and negatively affect the global model.

Let the set of local updates received by the ag-
gregation server at training round tbe defined as

AW? = {Aw!, AwS, ..., Aw), (1)

where Aw/ is the local update generated by the i-th
participant, and nis the total number of participants
in the federated learning system.

The main problem considered in this study is to
determine whether a local update Aw{ is consistent
with the general behavior of the other updates or
should be treated as anomalous. For this purpose,
ecach update can be compared with the reference
aggregated behavior of the participants:

St = d(Aw!, Awb), )

where S! is the anomaly score of the i-th participant
at round ¢, d(-) is a distance or deviation function,
and Aw'is the reference update calculated from the
set of received local updates.

If the anomaly score exceeds a predefined
threshold, the corresponding update is considered
suspicious:

St > 6. 3)

The scientific problem is to develop a method
that not only detects anomalous local updates ac-
cording to condition (3), but also identifies partici-
pants that repeatedly generate such updates and ex-
cludes them from further aggregation. This makes it
possible to reduce the impact of malicious partici-
pants on the global model and improve the resilience
of federated learning systems to model poisoning attacks.



ISSN 2075-0781 (Print), ISSN 2310-5461 (Online)

HaykoemHi TexHonorii Ne 2(70), 2026 185

Proposed Method

The proposed method is based on the assumption
that local updates generated by honest participants
should have a certain degree of similarity, even if
their local datasets are heterogeneous. In contrast,
malicious or compromised participants may generate
pdates that significantly deviate from the collective
direction of model training. Therefore, the method
combines three main procedures: calculation of a
reference update, estimation of the anomaly score
for each participant, and isolation o

f participants that repeatedly generate anomalous
updates.

At each training round t, the aggregation server
receives the set of local updates defined in (1). To
evaluate the behavior of each participant, a reference
update is first calculated. In the simplest case, it can
be represented as the average update of all partici-
pants:

Awt =¥ Aw, ()
where Aw'is the reference update at round t, Aw/is
the local update of the i-th participant, and nis the
total number of received updates.

Then, according to (2), an anomaly score is cal-
culated for each participant. As a deviation function
d(-), the Euclidean distance between the local up-
date and the reference update can be used:

SE=Il Awf — Awt I, (5)

The value Sfcharacterizes how strongly the up-
date of the i-th participant differs from the collective
update pattern. A higher value of S}indicates a high-
er probability that the corresponding update is
anomalous.

To make the detection process adaptive to the
current training round, the threshold Ocan be deter-
mined using the mean and standard deviation of
anomaly scores:

6 = 1§ + Aok, (©)

where p&is the mean value of anomaly scores at
round ¢, otis their standard deviation, and X is a
sensitivity coefficient that controls the strictness of
anomaly detection.

According to condition (3), the local update of
the i-th participant is considered anomalous if

St > et (7)

However, a single anomalous update is not al-
ways sufficient to classify a participant as malicious.
In practical federated learning systems, deviations
may also appear due to non-identically distributed
local data, temporary noise, or unstable network

conditions. Therefore, the proposed method uses an
accumulated anomaly counter for each participant:

Ct=Cr 1t +1(SF > oY), (8)

where Cfis the accumulated number of anomalous
updates generated by the i-th participant up to round
t, and I(-)is an indicator function that equals 1 if
condition (7) is satisfied and 0 otherwise.

A participant is isolated from further aggregation
if the number of detected anomalous updates ex-
ceeds the allowed limit:

C} = Craxo )

where Cy.x1s the maximum acceptable number of
anomalous updates for one participant.

After detecting suspicious updates, the aggrega-
tion server forms a set of trusted participants:

Pt ={p; | S} <0 and Cf < Crax}- (10)

Only updates from this trusted set are used to
form the global model:

1
Wt+1 — Wt + _Z

t
tAw;.
IPE| t

Di€PT

(11)

Thus, unlike conventional federated averaging,
the proposed method does not include all received
local updates in the global aggregation. Each update
is first evaluated according to (5)—(7), and each par-
ticipant is additionally assessed according to its ac-
cumulated behavior using (8) and (9). This allows
the system to reduce the influence of single anoma-
lous updates and to isolate participants that repeated-
ly demonstrate suspicious behavior.

The general sequence of the proposed method is
as follows. First, the aggregation server receives
local updates from all participants according to (1).
Second, the reference update is calculated using (4).
Third, anomaly scores are determined according to
(5). Fourth, the adaptive threshold is calculated ac-
cording to (6), and anomalous updates are detected
using (7). Fifth, the anomaly counters are updated
according to (8). Finally, participants that exceed the
allowed anomaly limit are isolated according to (9),
and the global model is updated only on the basis of
trusted participants according to (10) and (11).

The main advantage of the proposed method is
that it combines update-level anomaly detection with
participant-level isolation. This is important because
model poisoning attacks may be performed gradual-
ly, when a malicious participant sends moderately
distorted updates over several training rounds. In
such cases, the analysis of only one training round
may be insufficient. The accumulated anomaly
counter makes it possible to detect repeated suspi-
cious behavior and prevent unreliable participants
from continuing to influence the global model.
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Iustrative Example

To demonstrate the logic of the proposed method,
a simplified illustrative example is considered. The
purpose of this example is not to reproduce a full-
scale federated learning experiment, but to show
how anomalous local updates can be detected using
the proposed scoring procedure. Therefore, synthetic
numerical data are used. Such data make it possible
to clearly trace each calculation step, including the
formation of the reference update, the calculation of
anomaly scores, and the identification of a suspi-
cious participant.

The example assumes a federated learning sys-
tem with five participants. Each participant sends
a local update to the aggregation server during one
training round. For simplicity, each update is repre-
sented as a two-dimensional vector. This representa-
tion is chosen only for clarity of explanation, alt-
hough in real federated learning systems local up-
dates are usually high-dimensional vectors of model
parameters, gradients, or weight changes.

The first four updates are selected to be close to
each other because they represent normal partici-
pants whose local training results follow a common
direction of model improvement. The fifth update is
intentionally chosen to be significantly different
from the others in order to imitate the behavior of
a malicious or compromised participant. This makes
it possible to verify whether the proposed method
can detect an update that deviates from the collective
update pattern.

Let the local updates received by the aggregation
server be as follows:

Aw! = (0.12,0.08), Aw} =
= (0.10,0.09), Aw{ = (0.11,0.07),
Awt = (0.13,0.08), Aw! = (0.80,—0.45).

These values model a situation in which four par-
ticipants generate consistent local updates, while one
participant generates an anomalous update. Accord-
ing to (4), the reference update is calculated as the
average value of all received local updates:

Awt =
(0.12+O.10+0.11+0.13+0.80 ) 0.08+0.09+0.07+0.08—0.45)

5 5
(0,252, —0,026).

It should be noted that the reference update is al-
ready shifted because the anomalous vector is in-
cluded in the averaging procedure. Nevertheless, the
deviation of the fifth update remains much larger
than the deviations of the other updates.

Using (5), the anomaly score is calculated as the
Euclidean distance between each local update and
the reference update:

© S. Kudrenko, O. Nimych, I. Makieiev, 2026

St =./(0.12 — 0.252)2 + (0.08 + 0.026)2
=0.169,

St =./(0.10 — 0.252)2 + (0.09 + 0.026)2
=0.191,

St =./(0.11 — 0.252)% + (0.07 + 0.026)2
=0.171,

St =./(0.13 — 0.252)2 + (0.08 + 0.026)2
=0.162,

St = /(0.80 — 0.252)2 + (—0.45 + 0.026)?
= 0.693.

The obtained values show that the fifth partici-
pant has the largest deviation from the collective
update pattern. Even when the reference update is
significantly shifted due to the influence of an
anomalous vector, the anomaly score Sf remains
high enough to provide unambiguous identification
of the deviation.

For this example, the mean value and standard
deviation of anomaly scores are:

uk = 0,277,
ot = 0,208.

If the sensitivity coefficient in (6) is set to
A = 1.1, the adaptive threshold is:

0t = p§ + Aok = 0,277 + 1,1 - 0,208 = 0,506.

In this illustrative example, the value 4 = 1,1 s
selected only to demonstrate the operation of the
adaptive threshold. In practical federated learning
systems, this parameter should be selected experi-
mentally depending on the expected level of data
heterogeneity, the number of participants, and the
acceptable balance between false positives and false
negatives. For example, A may be tuned using vali-
dation experiments, cross-validation, or statistical
rules similar to the three-sigma principle.

According to the detection condition (7), a local
update is considered anomalous if its anomaly score
exceeds the threshold. In this case, only the fifth
participant satisfies this condition:

St =0,693 > 0,506.

Therefore, the update generated by participant ps
is classified as anomalous. The updates of the other
participants are not classified as anomalous because
their scores are below the threshold:

St,St, St st < ot

As a result, the trusted set of participants for the
current training round is formed as:

P% = {P1, P2, D3, Pa}-

The suspicious update generated by participant
psis excluded from the aggregation process. There-
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fore, the global model update is calculated only on
the basis of trusted participants:

Awt = 1(Awt+Awt+Awt+Aw“’)
T = 7 (Awg 2 3 4)-

Substituting the values of the trusted updates
gives:

t _
Awr =

(0.12+0.10+0.11+0.13 0.08+0.09+0.07+0.08)
)

4
(0.115,0.080).

As can be seen, the final aggregated vector is al-
most identical to the updates generated by the honest
participants. This confirms that excluding the anom-
alous update of participant psprevents its negative
influence on the global model.

Thus, after excluding the anomalous update, the
aggregated update corresponds to the common direc-
tion of the normal participants. If the fifth participant
continues to generate anomalous updates in subsequent
training rounds, its anomaly counter will increase
according to (8). When the counter reaches the maxi-
mum allowed value Cp, .4, this participant will be
isolated from further aggregation according to (9).

This example demonstrates that the proposed
method can detect a local update that significantly
deviates from the collective behavior of other partic-
ipants and prevent it from directly influencing the
global model. It also shows the practical role of
participant-level isolation: a single suspicious update
may be filtered during one round, while repeated
anomalous behavior becomes the basis for excluding
the corresponding participant from the federated
learning process.

Comparative Analysis of Existing Approaches

The illustrative example presented above demon-
strates how the proposed method detects anomalous
local updates and excludes suspicious participants
from the aggregation process. However, this exam-
ple describes only one simplified training round. To
better understand the role of the proposed method in
the broader context of federated learning security, it
is necessary to compare it with existing protection

mechanisms that are commonly used to reduce the
influence of unreliable or malicious participants.

Figure 1 presents a comparative taxonomy of
several representative protection approaches in fed-
erated learning systems. The considered mechanisms
include standard aggregation, Byzantine-robust ag-
gregation, behavioral detection methods, and the
proposed dual-layer defense approach.

As shown in Fig. 1, one of the basic and widely
used aggregation approaches is Federated Averaging
(FedAvg) [1]. Its main advantage is simplicity and
relatively low computational complexity. In this
approach, the aggregation server directly averages
the local updates received from participating clients.
However, FedAvg does not include a mechanism for
checking the reliability of these updates. Therefore,
if one or several participants transmit distorted or
intentionally poisoned updates, such updates may be
included in the global model and negatively affect its
accuracy, convergence, or stability.

Byzantine-robust aggregation methods were pro-
posed to reduce the influence of unreliable or adver-
sarial updates in distributed learning. One of the
well-known approaches is Krum [7], which selects
the update that is closest to the majority of other
updates. This makes it possible to limit the influence
of strongly deviating updates. Another group of ap-
proaches includes coordinate-wise robust aggrega-
tion methods, such as Median and Trimmed Mean
[8]. These methods reduce the influence of extreme
parameter values before forming the aggregated
update. In comparison with FedAvg, Byzantine-
robust aggregation provides a higher level of protec-
tion against abnormal local updates.

At the same time, Byzantine-robust aggregation
methods mainly operate within a single training
round. They can reduce the impact of suspicious
updates during aggregation, but they do not usually
accumulate information about the behavior of each
participant across several rounds. As a result, these
methods may not explicitly identify a participant that
repeatedly sends suspicious updates. In addition,
robust aggregation may sometimes discard useful
updates from honest participants, especially when
local data are highly heterogeneous.

COMPARATIVE TAXONOMY OF PROTECTION MECHANISMS IN FEDERATED LEARNING

|

STANDARD BYZANTINE-ROBUST BEHAVIORAL PROPOSED
AGGREGATION AGGREGATION DETECTORS
v (T
~ Basis: Simple Average .~ Basis: Statistical Filtering - Basis: Update

(Per Parameter/Update)

- Direct Averaging: Directl
@ Resistance: Medium-High

averages all received updates

IS Limitation: VULNERABLE

to distortion behavior across rounds
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good updates
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&3 Memory: Multi-Round
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behavior
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PARTELEVEL ISOLATION raliciots bepaior
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Layer 1: Adaptive Anomaly
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Fig. 1. Comparative taxonomy of protection mechanisms in federated learning systems

© S. Kudrenko, O. Nimych, I. Makieiev, 2026



188  Science-based technologies Vol. 2(70), 2026

ISSN 2075-0781 (Print), ISSN 2310-5461 (Online)

Behavioral detection approaches extend the pro-
tection logic by analyzing the consistency of partici-
pant behavior over time. For example, FLDetector
[10] detects malicious clients by analyzing incon-
sistencies in their model updates across training
rounds. This direction is especially important be-
cause malicious behavior in federated learning is not
always expressed as a single strong deviation. A
malicious participant may act gradua-lly and send
moderately distorted updates over several rounds,
making such behavior more difficult to detect using
only one-round filtering.

The proposed method combines update-level
anomaly detection with participant-level isolation.
At the first level, each local update is evaluated us-
ing an anomaly score that reflects its deviation from
the collective update pattern. At the second level,
repeated abnormal behavior is accumulated using an
anomaly counter. If a participant repeatedly gener-
ates anomalous updates, this participant can be iso-
lated from further aggregation. Therefore, the meth-
od does not only reduce the influence of a suspicious
update in one training round, but also limits the
long-term influence of unreliable participants.

Thus, the proposed approach occupies an inter-
mediate position between robust aggregation and
malicious client detection. Unlike conventional ag-
gregation methods, it does not assume that all partic-
ipants are equally reliable. Unlike one-round robust
aggregation methods, it tracks repeated anomalous
behavior. Unlike purely update-filtering approaches,
it provides an explicit participant-level isolation
mechanism. This makes the method suitable for
federated learning systems used in edge and fog
environments, where participants may be heteroge-
neous, dynamically connected, and potentially vul-
nerable to compromise.

Conclusions

This paper proposes a method for detecting
anomalous local updates and isolating malicious
participants in federated learning systems. The
method is based on the assumption that local updates
generated by  honest participants  should
remain relatively consistent with the collective di-
rection of model training, while malicious or com-
promised participants may generate updates that
significantly deviate from this pattern.

The proposed approach combines two protection
levels. The first level is update-level anomaly detec-
tion, where each received local update is evaluated
using an anomaly score. The second level is partici-
pant-level isolation, where repeated anomalous be-
havior is accumulated by an anomaly counter and
used as a basis for excluding unreliable participants
from further aggregation.

© S. Kudrenko, O. Nimych, I. Makieiev, 2026

An illustrative numerical example was provided
to demonstrate the logic of the proposed method.
The example showed how an anomalous local up-
date can be detected even when it shifts the refer-
ence update used for comparison. It also demon-
strated that excluding the suspicious update allows
the aggregated vector to remain close to the updates
generated by honest participants.

The comparative analysis showed that the pro-
posed method differs from conventional aggregation
and Byzantine-robust approaches because it not only
filters suspicious updates in a particular training
round, but also tracks participant behavior over time.
This makes the method potentially useful for feder-
ated learning systems operating in edge and fog
environments, where participants may be heteroge-
neous, dynamically connected, and vulnerable to
compromise.

At the same time, this study has a conceptual and
analytical character. Full-scale simulation experi-
ments with real or benchmark datasets were not
conducted in the present work. Therefore, further
research should include experimental evaluation of
the proposed method under different levels of data
heterogeneity, different numbers of malicious partic-
ipants, and different values of the sensitivity coeffi-
cient Aand the isolation threshold C,,x. Such exper-
iments will make it possible to estimate detection
accuracy, false positive rate, false negative rate, and
the influence of the proposed method on the conver-
gence and final accuracy of the global model.
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Kyapenko C. O., Himuu O. B., Makees 1. I
METO/I BUSABJEHHS AHOMAJBHUX JJOKAJIBHUX OHOBJIEHD TA 130OJISIIIII
3JIOBMUCHUX YHACHHUKIB Y CUCTEMAX ®EJEPATUBHOI'O HABUAHHSA

Y pobomi 3anpononosarno memoo usanenHa aHOMATbHUX JTOKATbHUX OHOBEHb MA [301AYIL 3106 MUCHUX YYACHUKIB )
cucmemax pedepamusnoeco naguanus. Memoo opicumoganutl Ha NiOGUUWIEHHT CMIUKOCMI PO3NOoJileHux mooenel mMa-
WUHHO20 HA4aHHs 00 amak muny model poisoning ma nepeoaui UKPUBIEHUX JIOKALbHUX OHOGNEHb. 3anponoHosaHuti
nioxio noe€oHye 08a piGHI 3aXUCTY. OYIHIOBAHH AHOMAILHOCI JOKATbHUX OHOBIEHb HA OCHOSI iX 8I0XUNEHHS 8i0 KO-
JNeKMUBHO20 WIADIOHY OHOGIEeHb MaA I301AYII0 YYACHUKIB, AKI NOBMOPHO OeMOHCMPYIOMb Ni003Piny Noeedinky. /s
OYIHIOBANHS JIOKANLHUX OHOBIEHb BUKOPUCTNOBYEMbCS NOKAZHUK AHOMATLHOCMI, A ONsl KOHMPONIO 00820Mpusanoi no-
6COIHKU YYACHUKIE — HAKONUYYBANbHUL NIYUTbHUK aHomanit. Y pobomi nagedeHo opmanizayiio 3anponoHo8aH020
Memooy, ONUCAHO MEXAHI3M AOANMUBHO20 BUSHAYEHH NOPO2Y AHOMANLHOCI ma Npoyeoypy (opmy8aHHs MHOMCUHU
008IpeHUx Y4acHUKig O No0AIbwoi azpezayii 2no0banbnoi modeni. /lna demoncmpayii 1o2iku pobomu nioxo0y Hasede-
HO LIIOCMPAMUGHULL YUCA08UL NPUKIAO, KU NOKAZYE MONCIUBICIb GUSL8NEHHS AHOMAIbHO2O JIOKAAbHO20 OHOGLEHHS Md
BMEHWEHHS 11020 BNAUBY HA 2100aNbHY Modenb. TIposedeno nopisHALLHUL AHANI3 3aNPONOHOBAH020 NIOX00Y 3 ICHYIOYU-
MU Memooamu azpe2ayii ma UAGNEHHs 3N108MUCHUX YUACHUKIB Y cucmemax ¢edepamusnozo Haguanusa. Ilokasano, ujo
3anponoOHOBAHULI MemOoO, Ha BIOMIHY 610 MpPAOUYIIHUX cxem azpeeayii, 3abe3neuye He quuie Qinbmpayiro nioo3piiux
OHOBJIEHD, A U KOHMPOIb NOGMOPIOBAHOI AHOMATLHOI NOBEOTHKU YYACHUKIG. 3anpononoeanull nioxio mooice 6ymu @uKo-
pucmanuii y cucmemax ghedepamusno2o Hasuanusa 0 edge ma fog cepedosduuy, a maxKoxic 8 iHPopmayiinux cucmemax
06 ’exmis KpumuyHoi inghpacmpykmypu.

KntoyoBi cnoBa: BUsIBNEHHS aHOManiin, MaluMHHe HaBYaHHs, IMMBOoKe HaBYaHHS, LUTYYHWUI iHTenekT, kibepbesneka,
iHpopmauiina Gesneka, kibepataku, kKibep3arpo3u, KpuUTWYHa iHPACTPYKTYpa, 3aXUCT AaHuX, HEWpOHHa Mepexa,
posnogineHe HaB4aHHs, edge computing, fog computing.

Kudrenko S., Nimych O., Makieiev 1.
METHOD FOR DETECTING ANOMALOUS LOCAL UPDATES AND ISOLATING
MALICIOUS PARTICIPANTS IN FEDERATED LEARNING SYSTEMS

This paper proposes a method for detecting anomalous local updates and isolating malicious participants in feder-
ated learning systems. The method is aimed at improving the resilience of distributed machine learning models to model
poisoning attacks and distorted local updates. The proposed approach combines two protection levels: anomaly as-
sessment of local updates based on their deviation from the collective update pattern and isolation of participants that
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repeatedly demonstrate suspicious behavior. An anomaly score is used to evaluate local updates, while an accumulated
anomaly counter is applied to control long-term participant behavior. The paper presents the formalization of the pro-
posed method, describes the adaptive anomaly threshold mechanism, and defines the procedure for forming a trusted
participant set for further global model aggregation. An illustrative numerical example is provided to demonstrate the
operation of the proposed approach and to show the possibility of detecting anomalous local updates while reducing
their influence on the global model. A comparative analysis of the proposed approach with existing aggregation and
malicious participant detection methods in federated learning systems is also presented. It is shown that, unlike conven-
tional aggregation schemes, the proposed method provides not only suspicious update filtering but also control of re-
peated anomalous participant behavior. The proposed approach can be applied in federated learning systems for edge
and fog environments, as well as in information systems of critical infrastructure facilities.

Keywords: anomaly detection, machine learning, deep learning, artificial intelligence, cybersecurity, information se-
curity, cyberattacks, cyber threats, critical infrastructure, data protection, neural network, distributed learning, edge com-
puting, fog computing.
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