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Introduction

Industrial Internet of Things (IIoT) networks
operate  under dynamic  conditions
characterized by changing traffic patterns,
heterogeneous devices, unstable
communication states, and varying node
behavior. In such environments, abnormal
processes are not always manifested as
explicit failures or sharp traffic deviations.
In many cases, early warning signs appear as
changes in node trust, including inconsistent
data transmission, unstable interaction
patterns, reduced communication reliability,
or behavior that deviates from expected
operational profiles. In this paper, trust
anomalies are defined as abnormal
deviations in trust-related indicators of IloT
nodes that may reflect compromised
behavior, malfunction, false data injection,
or communication disruption.

Existing anomaly detection methods in IloT
are mainly focused on traffic statistics,
signature-based intrusion patterns, or
centralized analytical models. However,
such approaches may be insufficient for
dynamic industrial environments, where
early detection requires  distributed
observation, local adaptation, and timely
interpretation of node behavior. In this
context, an agent-based model is considered
as a distributed structure in which
autonomous agents monitor node behavior,
evaluate trust-related changes, exchange
local observations, and support the early
identification of suspicious deviations. The
aim of this study is to develop an agent-
based model for the early detection of trust
anomalies in Industrial IoT networks. To

achieve this aim, the study focuses on
defining the role of agents in distributed
monitoring, determining the indicators
associated with trust anomalies, and
describing the interaction mechanism that
enables early anomaly detection in dynamic
IToT conditions.

Problem Statement

The problem addressed in this study is the
early detection of abnormal node behavior in
dynamic Industrial IoT networks, where
changes in trust-related characteristics may
indicate compromised operation,
communication  instability, or  data
inconsistency before explicit failures occur.
In distributed industrial environments,
centralized monitoring is often constrained
by delayed response, limited scalability, and
low sensitivity to local behavioral changes.
At the same time, trust anomalies are not
always directly observable through
conventional traffic-based indicators, since
they may emerge as gradual deviations in
interaction patterns, transmission reliability,
or consistency of node actions. Therefore,
there is a need for an agent-based monitoring
structure that enables continuous distributed
observation of network nodes, local
evaluation of trust-related indicators, and
cooperative interpretation of suspicious
deviations. The task is to design such a
structure for identifying trust anomalies at
early stages under dynamic IloT conditions,
taking into account heterogeneous nodes,
changing communication states, and the
distributed nature of industrial network
infrastructures.
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To address this problem, an agent-based
monitoring structure is proposed for
distributed trust evaluation and early
anomaly signaling in Industrial IoT
networks.

Agent-Based Monitoring Structure

In the proposed model, the early detection of
trust anomalies is performed by a set of
interacting agents distributed across the
Industrial ToT network. Each agent is
assigned a specific monitoring and analytical
role and operates on the basis of local
observations and inter-agent
communication. Such an organization makes
it possible to detect suspicious deviations in
node behavior at an early stage, without
relying entirely on centralized analysis.

The model includes three main agent types.
The local monitoring agent is associated
with an individual IIoT node and
continuously observes its operational and
communication characteristics, such as
transmission regularity, response delay,
interaction stability, and data consistency.
On the basis of these observations, the agent
forms a local description of node behavior.
The trust evaluation agent processes the
observed indicators and estimates the current
trust state of the node. This agent identifies
deviations from the expected behavioral
profile and determines whether the observed

Trust Evaluation

Trust agent

assesses indicators
and compares with

changes may correspond to a trust anomaly.
In this study, a trust anomaly is interpreted
as an abnormal change in the trust-related
characteristics of a node that may indicate
compromised operation, communication
disturbance, or unreliable data exchange.
The coordination agent integrates local
signals received from several agents and
supports the final interpretation of
suspicious states at the network level. Its role
is especially important in dynamic IloT
conditions, where isolated local deviations
may not always be sufficient for anomaly
confirmation, while a combination of several
weak signals may indicate an emerging
abnormal process.

The interaction of these agents forms the
basis of the proposed detection algorithm. At
the first stage, the local monitoring agent
collects current node indicators. At the
second stage, the trust evaluation agent
transforms these indicators into a trust-
related assessment and compares the result
with the expected operating profile. At the
third stage, if the deviation exceeds the
admissible level, the corresponding signal is
transmitted to the coordination agent. At the
final stage, the coordination agent
aggregates local anomaly signals and
generates an early warning about a possible
trust anomaly in the Industrial IoT network.
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Fig 1. Main Stages of the Proposed Agent Based Trust Anomaly Detection Algorithm
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Trust Indicators and Decision Rule

After the agent-based monitoring stages are
completed, the node state is assessed using a
compact set of trust-related indicators,
including data consistency, communication
stability, packet delivery regularity, response
delay, and interaction reliability. These
indicators characterize the stability and
reliability of node behavior in the Industrial
IoT network. A trust anomaly is assumed
when one or more of these indicators exhibit
a persistent deviation from the expected
operating profile.

To obtain an integral estimate of node trust,

the following expression is used:
T; = Xk=1 Wk Xir» (1)
where T;denotes the trust score of node i,
x;are normalized values of trust-related
indicators, and wpare their corresponding
weights. Based on the calculated trust score,
the anomaly decision is made according to
the rule

1, ifT; <8,
Ai = {O, othelrwise, 2)
where A;indicates the presence of a trust
anomaly and 6fis the detection threshold.
Thus, the proposed rule makes it possible to
transform locally observed deviations into a
compact decision criterion that can be used
by agents for the early identification of
suspicious node behavior.
According to (1), the trust score is formed as
a weighted combination of normalized
indicators, while rule (2) is used to generate
the anomaly flag when the score falls below
the specified threshold.
Ilustrative Scenario
To illustrate the operation of the proposed
model, a synthetic monitoring scenario was
considered for an Industrial IoT network
with a sensor node observed over a sequence
of time windows. Since the study is focused
on the conceptual validation of the agent-
based detection logic, the input data were
generated synthetically in order to reproduce

typical node behavior under normal,
degraded, and operating
conditions. For each observation window, a
set of trust-related indicators was formed,
including data consistency, communication
stability, packet delivery regularity, response
delay, and interaction reliability. The

anomalous

generated values reflect gradual changes in
node behavior rather than abrupt failures,
which is consistent with the objective of
early anomaly detection.

At the initial stage of the scenario, the node
operates in a normal mode, characterized by
stable communication, regular packet
exchange, low delay, and consistent
transmitted data. Under these conditions, the
local monitoring agent records indicator
values close to the expected operating
profile, and the calculated trust score
remains above the detection threshold. At
the next stage, the node enters a degraded
state, in which communication stability
begins to decrease and response delay
becomes less predictable. In addition, small
inconsistencies in transmitted data and
interaction patterns appear. Although these
deviations are still insufficient to indicate an
explicit failure, they lead to a gradual
reduction in the integrated trust score
calculated according to (1).

At the final stage, the accumulated
deviations become persistent. In this case,
the trust evaluation agent identifies that the
trust score falls below the threshold defined
by rule (2). After that, a local anomaly signal
is transmitted to the coordination agent,
which aggregates the received signal and
generates an early warning about a possible
trust anomaly associated with the observed
node. Thus, the scenario demonstrates how
the proposed model can identify suspicious
node behavior before the occurrence of a
clear system-level failure.
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lllustrative dynamics of node trust score
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Fig 2. An illustrative example of the trust score dynamics for the monitored node.

In the normal state, the score remains
relatively stable; during the degradation stage,
it gradually decreases; and after crossing the
threshold, the anomaly condition is detected.
This behavior confirms that the proposed
agent-based model support
identification of trust anomalies in dynamic
Industrial IoT conditions.

Conclusions

This paper proposed an agent-based model for
the early detection of trust anomalies in
Industrial IoT networks. The model is based
on the interaction of local monitoring, trust

can early

evaluation, and coordination agents, which
together support distributed observation of
node behavior and early identification of
suspicious deviations. A compact set of trust-
related indicators and a threshold-based
decision rule were used to formalize anomaly
detection. The illustrative scenario showed
that gradual degradation of node behavior
leads to a reduction in the trust score and
allows anomaly signaling before explicit
failure becomes evident. The obtained results
confirm that the proposed approach can be
applied as a conceptual basis for distributed
trust monitoring in dynamic Industrial IoT
environments. Further research may focus on
adaptive threshold selection, weighting of

trust indicators, and validation of the model on
simulated or real IIoT datasets.
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AN AGENT-BASED MODEL FOR THE EARLY DETECTION OF TRUST ANOMALIES
IN INDUSTRIAL IOT NETWORKS

The paper proposes an agent-based model for the early detection of trust anomalies in Industrial
Internet of Things networks operating under dynamic conditions. The relevance of the study is
determined by the need for timely identification of abnormal node behavior that may indicate
communication instability, compromised operation, false data injection, or data inconsistency before
explicit failures occur. The proposed model is based on the interaction of local monitoring agents, trust
evaluation agents, and a coordination agent, which together provide distributed observation of node
behavior and cooperative interpretation of suspicious deviations. A compact set of trust-related
indicators is used, including data consistency, communication stability, packet delivery regularity,
response delay, and interaction reliability. To formalize anomaly detection, an integrated trust score and
a threshold-based decision rule are introduced. An illustrative synthetic scenario is presented to
demonstrate the operation of the proposed model under normal, degraded, and anomalous node states.
The results show that gradual degradation of trust-related indicators leads to a decrease in the trust
score and enables early anomaly signaling before explicit system-level failure becomes evident. The
proposed approach can be used as a conceptual basis for distributed trust monitoring in dynamic
Industrial loT environments.

Keywords: Industrial Internet of Things; trust management, trust anomalies; early anomaly
detection, agent-based architecture; distributed monitoring; cyber-physical systems
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ATEHTHA MOJIEJIb JIJIsI PAHHBOI'O BUSIBJIEHHSI AHOMAJIIA Y PIBHI
JIOBIPH B TIPOMMCJOBUX MEPEKAX IHTEPHETY PEUEN

Y cmammi 3anpononosano acenmmuy mooenvb panHb020 BUAGNEHHA AHOMANIU O008IpU 6
mepedicax npomucnogozo lnmepnemy peuetl, wo GYHKYioHyIoms y OUHAMIYHUX YMO8ax. AKmyanbHicmy
00Ci0HCeHHS 3YMOBLEHA NOMPeDOIO C80ECUACHO20 BUABNEHH AHOMANLHOT NOBEOIHKU 8Y3/1i8, KA MOJiCe
C8IOUUMU NPO HeCMADIIbHICMb KOMYHIKAYIL, KOMIPOMEemayito 8y3id, iH €Kyilo XUOHux Oanux aboo
NOPYULEHHSL Y32009CEHOCMI nepedasanisl iHghopmayii uje 00 BUHUKHEHHSL AGHUX 8i0MO8. 3anpononosana
MOOE/b [PYHMYEMbCSL HA 83AEMOOIL A2EHMIB TOKANbHO20 MOHIMOPUH2Y, A2eHMI6 OYIHIOBAHHS 008IpU MA
KOOPOUHAYIUHO20 azeHma, AKI 3a0e3neyyioms po3nooiieHe CHOCMEPEN’CEHHs 34 NOBEOIHKOW 8316 i
CHibHY [HMepnpemayiro nioo3pinux eioxunenv. J{isa OYIHIOBAHHA CMAHY Y314 GUKOPUCHIAHO
KOMIAKMHUL HAOIp IHOUKAmMopie 008Ipu, 30Kpema y32004CeHICMb OaHUX, CmabilbHICmb KOMYHIKAYIL,
peayaapuicms 00CMAasKyu NAKemis, 3ampumKy 6ionoeioi ma HaoituHicms 63aemooii. [ns opmanizayii
BUAGNIEHHA AHOMANIN 68€0€HO [HMESPANbHUU NOKAZHUK O08IpU ™A NOpo206e NPAasuno NPULHAMMIL
piwenns. /s demoncmpayii pobomu mMooeni HagedeHo LIOCMPAMUSHUN CURMEMUYHUL CYeHapill, AKULL
8i000padicac HOPMANbHUL, 0e2pado8anull ma anomanvhuti cmanu eysna. lloxasano, wo nocmynose
nozipuients iHOUKAmopie 008ipu Npu3goo0ums 00 3HUINCEHHS [HMe2PAIbHO20 NOKAZHUKA 008ipu ma
3abe3neuye paHHE CUSHANIZYEAHHSA NPO AHOMANIIO 00 HACMAHHA S6HOI CUCEMHOI 8IOMOSU.
3anpononosanuii nioxio modice 6ymu GUKOPUCMAHULL K KOHYENMyaibHa OCHO8A OJisl pO3NOOLIEHO20
MOHIMOpUHEY 008IpU 6 OUHAMIYHUX CEPe00sULAX NPOMUCT08020 IHmepHenty peuell.

Kniouosi cnoea: Ilpomucnosuti lumepnem peuetl, ynpaeinints 008Iipor0;, aHOMANii 008ipu;
PAHHE BUABNEHHA AHOMANIL, ApPXIMeKmypa HA OCHOBI A2eHMI, PO3NOOINEeHULl MOHIMOPUHS;
Kibepizuuni cucmemu.
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