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Abstract—The article examines the role of modern computing architectures in enabling the digital
transformation of the energy sector, particularly in the context of the development of decentralised
electricity markets. The advantages and limitations of on-premises, cloud, and hybrid infrastructure
solutions for building distributed, scalable computing systems are analysed. Based on this analysis,
requirements for the communication and information system of interaction among participants in a
decentralised electricity market are formulated. The key design principles of such a system are identified,
including scalability, architectural unification, high availability, and fault tolerance. Particular attention
is given to processing large data volumes, ensuring data sovereignty, integrating blockchain technologies
and smart contracts, and using consensus mechanisms suitable for industrial systems. Requirements for
network infrastructure, geographical distribution of computing nodes, and cyber-resilience are also
considered, particularly in the context of cascading risk effects. The study demonstrates that a hybrid
computing architecture provides the most balanced approach by combining control over critical
infrastructure components with the flexibility and scalability of cloud technologies, thereby creating a
technological foundation for a resilient communication and information system supporting a
decentralised electricity market.

Keywords—Communication and information system, cyber resilience, data sovereignty, decentralised
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transformation of the energy sector.

I. INTRODUCTION

New computing architectures play a crucial role
in digital transformation processes, providing
scalability, flexibility, and enhanced data processing
efficiency. In particular, distributed computing
leverages the combined resources of a large number
of interconnected nodes to perform complex
computing tasks that previously required centralised,
expensive systems. This approach facilitates the
processing of large volumes of data, supports the
operation of intelligent services, and ensures the
resilience of digital infrastructure against failures of
individual components. In addition, distributed
architectures underlie cloud and edge computing,
enabling organisations to flexibly scale IT resources
according to needs. As a result, new computing
paradigms create a technological basis for the
development of digital platforms, the Internet of
Things and big data analytics, which, in turn,
accelerate the transformation of economic and
management processes. One of such processes is the
transformation of the energy sector of Ukraine [1], [2].

The issues of this subject area include research
into the development of decentralised markets and

P2P contracts [3], problems of conflict-free data
processing in distributed systems [4], and the
possibilities and safety of wusing blockchain
technologies [5].

The aim of the analysis presented in this article is
to determine the advantages and disadvantages of
modern infrastructure solutions for distributed
scalable computing systems, as well as to formulate,
on this basis, the requirements for an information and
communication system to support interaction between
participants in the decentralised electricity market.

II. MODERN INFRASTRUCTURE SOLUTIONS FOR
DISTRIBUTED, SCALABLE COMPUTING SYSTEMS

A. On-premise, cloud, and hybrid architecture

For computing systems, there are two traditional
architectural solutions. The first architecture is to
deploy the system on the enterprise's own hardware
and software. This can take place in the enterprise's
own territory (on-premise) or in a specialised
premises of the data centre service provider
(datacentres). Such placement is called co-location.
These options differ in risk, but the most important
comparison will be with the second architectural
solution: cloud computing.
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Cloud computing is a way to access dynamically
scalable external computing resources as a service
provided via the Internet. The concept of cloud
technologies is closely related to the concept of
virtualisation of IT infrastructure (computing
resources, data  storage, telecommunications
components), while the user does not need any
special knowledge about this infrastructure or skills
in managing virtualisation technologies [6]. A cloud
system, or cloud computing technology system, is a
model for providing "on-demand access" to a
common pool of configurable computing resources
that can be quickly provisioned and released with
minimal operating costs. A cloud system refers to
the computing components (hardware and software,
infrastructure) that enable the delivery of cloud
computing services, such as Software as a Service
(SaaS), Platform as a Service (PaaS), and
Infrastructure as a Service (IaaS).

To determine the advantages and disadvantages
of on-premises and cloud architectures in the face of
existing threats, the following analysis of strengths
and weaknesses is proposed.

B. Strong sides of on-premise computational
infrastructure

For many ICS owners, control over sensitive
Data is a top priority. Data is stored, transmitted,
and processed within an infrastructure fully
controlled by the enterprise, and it is the enterprise's
responsibility to develop and implement data
protection policies.

On-premise infrastructure allows for maximum
customisation. These systems often allow extensive
customisation to suit an organisation's specific
needs, offering flexibility to adapt to unique
business processes.

When deploying a local system, it can be tightly
integrated with existing legacy systems and
applications, ensuring seamless data flow and
interaction within the organisation. Since the early
1990s and to this day, these problems and challenges
have been inherent in various industries in
developed states — from the banking sector to
manufacturing [7].

Equally important is the regulatory impact.
Companies operating in regulated industries may
find it easier to maintain compliance with industry
norms and standards. For example, certification of
information protection systems that are processed in
a third-party cloud will be more complex.

C. Weaknesses of on-premise infrastructure

On-premises computing infrastructures always
require  significant upfiont costs to build.

Implementing an on-premises system typically
requires significant upfront investment in hardware,
software licenses, and infrastructure setup [8].

Businesses are responsible for ongoing
maintenance, upgrades, and troubleshooting, which
can be resource-intensive and require specialised 1T
professionals. As a result, they incur additional costs
for hardware maintenance, software support and
upgrades across their entire computing infrastructure.

Scaling a local system is a challenge. In the case
of business growth, scaling may be inevitable, but
requires the purchase of additional equipment and
the expansion of infrastructure and prepared
territory, an increase in the number of personnel.
Therefore, scaling "physically" 1is difficult and
expensive.

The difficulty of remote access is not the least
factor. For security reasons, local systems have
restrictions on remote access, especially from public
networks. Providing secure remote access
significantly expands the threat landscape.
Conversely, not providing remote access limits the
flexibility of participants and administrators, most
critically affecting business continuity during crises.

D.  Advantages of cloud infrastructure

Cloud platforms and infrastructure are often
considered cost-effective. The reason is they are paid
for under a subscription model that depends on the
set of available tools and the number of resources,
including dynamic provisioning and resource
accounting (e.g., Amazon Web Services). This
approach reduces upfront costs and allows
businesses to pay only for the resources they use.
This makes cloud systems more cost-effective for
small and medium-sized enterprises (SMEs).

Cloud systems scale on demand, without
physically rebuilding infrastructure or requiring
significant capital investments. Cloud systems and
data centre service providers usually address
communications and hardware issues effectively, so,
in conjunction with scalability, clouds provide high

availability.
Automatic updates of system software for
infrastructure  elements (e.g., host operating

systems), as well as the costs of maintaining their
operation, are, in principle, the responsibility of the
cloud service provider.

E. Threats to cloud infrastructure

Cloud infrastructure, to varying degrees, poses a
security threat to confidential business data
entrusted to third-party cloud providers. To a lesser
extent, if the cloud service provider provides a
“private cloud” service. In any case, this can cause
problems with the adequacy of the data centre
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service provider’s level of protection and the risk of
unauthorised access or data leakage [9].

For infrastructure users, there is a reliance on an
Internet connection because there are no other
access methods (such as dedicated rooms with
workstations for external personnel) in the cloud.

There is an additional supply chain risk: cloud
provider lock-in. Migration from one cloud provider
to another is complex and time-consuming due to
data portability issues and reliance on proprietary
technologies, leading to vendor lock-in and reduced
flexibility.

There is also a limitation associated with the lack
of flexibility in configuring cloud computing
resources. While cloud systems offer some
flexibility in configuration and resource allocation,
they may not support extensive customisation
options compared to on-premise solutions,
potentially limiting their suitability for computing
systems with highly specialised requirements [10].

F. Threats to cascading effects

Despite the development of cloud solutions,
many companies still use on-premises solutions,
particularly for enterprise resource planning (ERP)
systems in business and for operational technologies
in production. According to system owners, this is
the best way to maintain control over sensitive data:
storing, transmitting, and processing it within the
enterprise's fully controlled infrastructure. But
business continuity requirements require a review of
priorities. However, the deployment of on-premise
poses additional tasks to ensure the safe functioning
of the system, which include, in particular, the tasks
of increasing cyber resilience:

e providing autonomous power supply using
modern high-capacity batteries or generators;

e geographical distribution of production and
backup servers to avoid the impact of one area on
another in the event of serious power outages;

e modification of disaster recovery procedures
taking into account the recovery points in time and
recovery points in data that are realistically
achievable during long outages;

e deployment of monitoring and management
systems that allow remote monitoring of the system
and infrastructure status, even during power outages,
to quickly respond to any problems and ensure
optimal recovery times.

I1I. CASE STUDY: FORMATION OF REQUIREMENTS
FOR A DECENTRALISED ELECTRICITY MARKET
COMMUNICATION AND INFORMATION SYSTEM

A.  Basic principles decentralized energy systems

The basic principles that are embedded in the
concept of new decentralised energy systems include

distributed generation and digitalisation (digital
transformation) [11].

Decentralisation is the process of redistributing

part of centralised management (technological,
organisational, and market) and developing
distributed generation using renewable energy
sources to provide electricity to consumers,
primarily enterprises and critical infrastructure
facilities, on whose operations the lives of
communities depend. It enables the creation of new
opportunities for decentralised electricity trade
between producers and consumers (P2P) and
increases the flexibility of the regional (local) energy
system, including under military threats.
Digital transformation is the implementation of
digital technologies (Smart Grid, Micro Grid,
artificial intelligence, blockchain and smart contracts
[12], cyber resilience [13], etc.) to optimise
processes in the field of production, distribution,
consumption and management of energy resources
at the regional level. It enables increased efficiency,
reduced losses in distribution networks, and greater
stability of the regional (local) energy system

B. Description of participants, main processes,
and nodes

The flowchart in Fig. 1 demonstrates the
structure of interaction between participants in the
decentralised electricity market. The following
participants are involved in it:

1) Energy producers: Solar panels,
turbines, small power plants, energy storage.

wind

2) Energy consumers: Enterprises, infrastructure
facilities.

3) Distribution System Operator (DSO).: Ensures
physical balance.

4) Blockchain
transactions.

platform: Used to record

The following main processes occur in the
decentralised electricity market system.

1) Smart contract initialisation: The
manufacturer registers on the platform. Contract
parameters (price, energy volume, delivery time) are
defined.

2) Data collection: Producers and consumers
send data about energy generation/consumption to
the blockchain network. The data is recorded in
smart contracts.

3) Contract Execution: The consumer confirms
receipt of energy. The blockchain triggers automatic
calculations and fund transfers.

4) Transaction completion: All data is recorded
in blocks, forming a transparent transaction history.

These processes occur in the following nodes.
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Fig. 1. Structure of interaction between participants in the decentralised electricity market

Node 1: Participant Registration. Participants
connect to the blockchain.

Node 2: Data input (generation, consumption,
balance). Producers send data via Smart Grid to OSR.

Node 3: Formation of smart contracts. The terms
of the contract are stored on the blockchain.

Node 4: Contract execution (transaction).
Transfer of energy and funds.

Node 5: Information storage. All actions are
recorded for audit.

C.  Functional and non-functional requirements

Communication and information system for
interaction between participants of the decentralized
electricity market (hereinafter — ISDEM CIS) should
provide unified means of describing objects,
executing computational algorithms, system-wide
software, installing and maintaining application and

system software. The following requirements should
be put forward for the software and technological
support of ISDEM CIS:

e basing ISDEM CIS on modern solutions that
will ensure long-term operation;

¢ unification of architectural elements ISDEM CIS;

e the ability of ISDEM CIS to scale by
changing the number of architectural elements or
their quantitative characteristics;

e functional distribution of application software
taking into account the requirements of integrity,
availability and confidentiality of information.

ISDEM CIS should handle tasks such as
displaying and visualising information, logging,
archiving, providing access to information, and
transferring information to the next level. Given the
number of parameters it will operate with, modern
approaches are needed to ensure the performance of
such tasks, which have been proven effective in
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handling large volumes of data (or simply “big data™).
The accumulation and storage of big data require
modern, specialised infrastructure solutions. These
solutions must meet the following basic requirements:

a) the system's performance and the maximum
amount of information it stores should be scaled by
increasing the number of typical nodes, storage
devices, and using additional connections between
them (the principle of horizontal scalability);

b) fault tolerance (or "high availability" — high
availability) should allow the performance of
functions without any significant consequences for
solving the main production task in the event of a
partial failure (failure of any typical element of the
system or a certain group in accordance with the
principle of high availability);

c) the system should be designed to optimize
transmission distances and data volumes to be
transmitted when scaling horizontally (data locality
principle).

D.  Data sovereignty-related requirements

ISDEM CIS will be designed as a national
system, the sustainable functioning of which will
affect the digital resilience of the nation, which
consists in the continuity of critical services, the trust
of individuals and legal entities (in particular, energy
market participants) to digital tools, the ability of the
economy to function in crisis conditions due to the
reliability of electronic communications and digital
services. At the same time, the landscape of
geopolitical challenges requires the state and society
to maintain control and autonomy in the digital
sphere, ensuring independence from external forces
in matters of technology, data, infrastructure and the
rules of their use.

The practical implementation of digital sovereignty
requires the government to have the ability to
determine where and how the data of its citizens and
organisations is stored, processed, and used, in other
words, sovereignty of data. Sovereign data must be
stored and processed in accordance with the laws of
the state to which it belongs, even if physically located
in cloud services or foreign data centres.

The ISDEM CIS architecture should be
developed taking into account guarantees of
compliance with national legislation, minimising the
impact of external political or economic factors
(including unfair economic competition), which may
limit access to critical information or, conversely,
disclose information as a result of loss of control
over infrastructure or data.

E. Requirements for the ISDEM CIS system-wide
software

The ISDEM CIS system-wide software should be
designed and developed so as not to limit the range

of parameters, analytical processes, information
flows, the number of input sources, or the number of
system users.

Maximum attention should be paid to scalability
and the unification of system modules, since scaling
is the key to addressing the problems inherent in any
developing system.

Problems addressed by scaling:

e the need for shared and simultaneous use of
resources and data;

e heterogeneity of resources and methods of their
consolidation, which is due to the wvariety of
equipment, deployed software, differences in use cases
depending on the actions of personnel, region, etc.;

e resource dynamism in accordance with the
volume of tasks and data;

e priority management for processes and users,
the absence of which negatively affects processes
that require "real-time" processing.

When designing a scalable system, attention
should be paid to typical problems:

e the complexity of technical support for a
single software system, which grows proportionally
to the number of data sources or software
components;

e difficulties arising when importing from
software components and data sources from other
places, which will increase as an increasing number
of monitoring objects are included in the project;

e resource limitations on local components:
with increasing computing demands, the limited
capabilities of a local computing system can become
a significant obstacle to progress in research;

e the growth in the number, complexity, and
performance of local components, as well as
requests for them, requires the reorganisation of
components and improvement of connections
between them again and again;

e the complexity of support that arises as the
number of community members grows: the
complexity of the model and the costs of its
development and maintenance increase.

The ISDEM CIS must meet the requirements for
increasing the amount of processed data and the
speed of updates through horizontal scaling.

F.  Requirements for computing architecture for
implementing smart contracts for a decentralised
electricity market

A computing system for processing smart
contracts in a decentralised energy network must
provide high performance, low latency, secure
execution, and scalability, as well as integration with
the energy infrastructure and redundancy
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mechanisms. This is especially important in systems
that must function continuously even during
communication failures or external attacks.

Implementing blockchain technologies alongside
smart contract execution mechanisms requires
building a high-performance, scalable, and fault-
tolerant computing infrastructure. In  cloud
environments, these requirements are realised through
a combination of distributed computing nodes,
flexible storage resources, and orchestration tools.

The combination of blockchain and cloud
technologies in the implementation of smart
contracts is based on a comprehensive architecture,
where the interaction among computing nodes, the
flexible use of fast and slow storage, geographical
distribution, orchestration tools, and dynamic scaling
ensure the stability, scalability, and high availability
of the system.

G.  Computing nodes

One key requirement is a distributed network of
computing nodes that can act as full or light nodes.
Full nodes (full nodes) must store a full copy of the
blockchain and participate in transaction verification
and smart contract execution. They are
recommended for deployment at the fog or cloud
infrastructure level. Lightweight nodes (lightweight
nodes) can operate at the edge (the so-called edge
level) — without storing the full chain, relying on
trusted nodes to verify data. This allows blockchain
to be integrated with Smart devices Grid without
overload. Each computing node in the blockchain
network must have sufficient computing power to
execute consensus algorithms, verify transactions,
and run smart contracts in a virtual machine (e.g.,
EVM in Ethereum). In the cloud, computing nodes
can be located in different regions to reduce access
delays and increase fault tolerance.

The information system should include a smart
contract execution environment (e.g. Ethereum
Virtual Machine or Hyperledger Chaincode). Node
computing resources must ensure contract execution
within acceptable latency (1-5 seconds), which is
critical for managing real-time energy trading. In
addition, support for safe execution mechanisms
(sandbox), access control, and transaction logging
for later auditing is required.

H.  Data storage subsystem

For efficient operation, two categories of storage
must be used. The first category is “fast storage”
(NVMe SSD, in-memory storage) — for storing the
so-called “data in motion”, 1i.e. active data,

transaction logs, and temporary structures that are
often used when processing smart contracts.

The second category is “slow storage” (on HDD
or special archive storages at cloud providers) for
the so-called “data in rest”, i.e. storage of historical
blocks, backups and archives.

Full nodes should be equipped with high-speed
solid-state drives (SSDs) to store the blockchain,
which will grow in size over time. It is also
necessary to implement storage optimization
mechanisms, including pruning, archiving old data,
and, if necessary, the use of distributed storage
systems such as [PFS. This allows you to minimize
local load while maintaining the immutability and
availability of transactions.

L Influence of consensus
computational complexity

Depending on the chosen blockchain model
(public or private), the system must provide the
necessary  computational  support for  the
corresponding consensus mechanism. In private or
consortium networks, it is advisable to use energy-
efficient algorithms — Proof-of-Authority (PoA),
Practical Byzantine Fault Tolerance (PBFT), Raft,
etc. They enable fast transaction finalisation with
minimal computational load, which is important
given limited resources at the periphery [5].

J. Network
distribution

mechanism on

infrastructure  and  regional

The presence of computing nodes across different
geographical regions allows for minimising
transaction execution delays and ensuring continuous
operation in the event of local failures. This requires
low-latency = communication channels between
regions and load-balancing mechanisms. Since
blockchain relies on distributed consensus, reliable,
low-latency communication between nodes is critical.
Support for peer-to-peer connections, secure tunnels
(VPN), quality of service protocols and traffic
encryption are mandatory. In fog architecture, it is
necessary to provide for node autonomy in the event
of a loss of connectivity to the cloud.

K. Orchestration and automation

The use of orchestration tools (e.g., Kubernetes,
HashiCorp Nomad) enables centralised management
of computing nodes' lifecycles, automatic
deployment of new instances to execute smart
contracts, and optimisation of resource allocation.

L. Dynamic scaling

Since the load on the blockchain network and
smart contract processing can be uneven, the



Vitaliy Zubok, Mykola Kondratenko

Formulating Requirements for Hybrid Distributed Computing Systems: an Infrastructure Perspective 83

computing infrastructure must support automatic
scaling — both vertically (increasing node resources)
and horizontally (adding new nodes to the pool).
This allows you to optimize costs and maintain
performance during peak periods. In addition, the
system assumes a constant increase in the number of
participants — active consumers, so its computing
architecture must provide horizontal scaling. It is
recommended to use sharding mechanisms,
sidechains or segmentation of the network into
clusters on a territorial or functional basis.

APIs and integration with power energy
infrastructure. The information architecture should
include API gateways for integration with SCADA
systems, monitoring platforms and IoT devices.
Support for OPC-UA, MQTT, REST protocols allow
for the interaction of the blockchain system with
external energy components, providing automation of
data exchange and launching smart contracts based on
actual consumption or generation indicators.

Security and compliance requirements. The system
should include hardware security mechanisms, such as
trusted modules (TPM) or hardware key protection
modules (HSM), which provide cryptographic key
storage and transaction signing. Support for modern
cryptographic standards (SHA256, ECDSA, BLS) is
a prerequisite for protecting information and
preventing data compromise.

Processing smart contracts in a cloud
environment requires implementing multi-layered
security, including isolating execution environments,
controlling access to fast and slow storage, and
encrypting data in transit and at rest.

IV. CONCLUSIONS AND FURTHER DISCUSSION

The development of decentralised energy
systems in modern conditions forms a new type of
energy ecosystem, where digital technologies,
management models and electricity market
principles are integrated into a single information
and communication infrastructure. Unlike traditional
centralised energy solutions, a decentralised system
requires completely different approaches to building
a computing architecture, security, data processing
and integration between participants. Within the
framework of this study, the requirements for the
information and communication system of a
decentralised electricity market are formulated, and
the technological solutions necessary for its
implementation are substantiated.

The formulated requirements for the information
and communication system of the decentralised
electricity market are based on the principles of
scalability, unification and fault tolerance. They

determine the need to create a single software and
technological environment capable of integrating
heterogencous data sources, processing large
amounts of information in a near-real-time mode,
and ensuring the high availability of services for all
participants. Significant emphasis is placed on
horizontal scaling, which allows increasing
productivity and the volume of stored data by adding
new nodes without a significant restructuring of the
infrastructure. At the same time, the requirements
for high availability allow continued operation in the
event of failure of individual components, a
critically important factor for the infrastructure that
supports daily life in communities.

A special place is occupied by the issue of data
sovereignty, which becomes strategically important
amid geopolitical instability. For the national energy
system, it is critically important that data be stored
and processed in accordance with national
legislation, and that control over the information
infrastructure remain within the state's jurisdiction.
Data sovereignty determines not only technical
requirements, but also forms the requirements for
choosing a deployment model - local, cloud or
hybrid. The use of foreign cloud services, despite
their high technological level, is associated with
risks to accessibility and confidentiality, as well as
potential geopolitical risks, while local infrastructure
provides control but requires significant resources
for scaling and support.

An essential element of the proposed architecture
is the consideration of the features of blockchain
technologies and smart contracts. The proposed
division of storage into fast and slow allows
optimising the operation of the system depending on
the nature of the data — active or archival. The
consensus mechanisms PoA, PBFT, and Raft
significantly reduce computational costs compared
to public blockchains, making them suitable for
industrial use.

No less important is the analysis of the network
infrastructure. The geographical distribution of nodes
increases fault tolerance and resistance to regional
failures, but at the same time imposes on the system
the task of protecting communication channels,
encrypting traffic, and maintaining the autonomous
operation of fog and edge components in the event of
a loss of connection to the cloud infrastructure.

An important component of the study is the
comparison of on-premises, cloud, and hybrid
architectures. Hybrid architectures are found to be
the most balanced, combining control over critical
components with the flexibility and scalability of
cloud technologies.
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A separate section is devoted to the analysis of
risks of cascading effects arising from failures in
local computing systems or network infrastructure.
Providing autonomous power supply, geographical
distribution of backup servers, updated disaster
recovery procedures and implementation of
comprehensive monitoring systems significantly
increase overall resilience.

Summarising the conducted research, it can be
stated that the formation of an information and
communication system for a decentralised electricity
market requires integrating modern technologies,
adopting a thoughtful architectural design, and
considering both technical and political factors.
Despite the described difficulties in designing an
optimal infrastructure, there are systems worldwide
that operate with zero tolerance for downtime (so-
called zero-downtime, ZDT). In addition to a
reliable computing architecture that eliminates
downtime longer than is acceptable to maintain
business  continuity, this  requires careful
consideration of the software development,
implementation, operation, and update processes.
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B. 10. 3y06ok, M. C. Kongparenko. ®opMyBaHHsI BUMOT 0 FiOpUIHUX PO3NOAITEHUX 00YHCIIOBATbHUX CUCTEM:
iHppacTpykTypHMil migxin

VY cTarTi AOCHIKEHO pONb CydacHHX OOYMCIIOBAaJbHHUX apXiTeKTyp y 3abe3nedeHHI nupoBoi TpanchopMariii
€HEPreTUYHOT0 CEKTOPY, 30KpeMa B yMOBax (JOpMYBaHHs JICIICHTPalli30BaHUX PHHKIB enekTpoeHeprii. [IpoananizoBaHo
nepeBaru Ta OOMEXEHHs JOKAIbHUX, XMapHHUX 1 TOpUAHUX 1HOPACTPYKTYPHUX pillleHb Uil MOOYJOBU PO3MOIIICHUX
MacumTaboBaHUX OOYHMCIIOBAIBHUX cuUcTeM. Ha OCHOBI mpoBeneHOro asamizy c(GOpMyJbOBaHO BHMOTH JIO
iH(pOpMaIiHHO-KOMYHIKaIIHHOI CHCTEMH B3a€MOJIi1 yYaCHUKIB JICLIEHTPali30BaHOTO PUHKY eJIeKTpoeHeprii. BuzHaueHno
KJIFOYOBI MPHHIMIMU i MOOYAOBH, 30KpeMa MaciiTaboBaHICTh, YHI(IKaLil0 apXiTEeKTypHUX KOMIIOHEHTIB, BHCOKY
JIOCTYIHICTh Ta CTiliKicTh 70 300iB. Oco0JMBY yBary NpWALICHO NUTAHHSAM OOpPOOKHM BEIHMKHX OOCATIB JaHHX,
3a0e3neueHHs CYBEPEHHOCTI JaHWX, iHTerpamii OJOKYCHH-TEXHOJNOTIH 1 CMapTKOHTPAKTIB, a TaKOX BUKOPHUCTAHHIO
MEXaHi3MiB KOHCEHCYCY, NPHIATHHUX JUI MPOMHUCIOBHX CHCTEM. PO3IIISTHYTO BUMOTH 10 MepexeBol iHQPacTpyKTypH,
reorpadigHoi PO3MOMIUIEHOCTI BY3TIB 1 3a0e3MEeUYeHHS KiOCpCTIMKOCTI CHUCTEMH, 30KpeMa B KOHTEKCTI pPH3HKIB
KackagHuX edexTiB. [lokazaHo, IIO BHKOPHUCTAHHS TiOpPHAHOI OOYHCIIIOBAJIBHOI apXiTEKTYpH IO3BOJSE IOEIHATH
KOHTPOJIb HaJ KPUTHYHUMH KOMIIOHEHTaMH iHQPACTPYKTYPHU 3 THYYKICTIO Ta MacIITA0OBAaHICTIO XMapHUX TEXHOJIOTIH,
CTBODIOIOYM OCHOBY JJisi 1OOYyNOBH CTilKoi iH(OpMaliiiHO-KOMYHIKaliiHOT CHCTEMU NELEHTPATi30BAaHOTO PHUHKY
€JIEKTPOCHEPTI].

Karouosi cioBa: xomyHikamiitHo-iHpOpMaIlliiiHi crcTeMH, KiOepCTiiiKicTh, CyBEepEHHICTh IaHUX, JELEeHTPaTi30BaHHUN
PHUHOK eJIEKTPOCHEPTIi, pO3MoiicH] 00YUCIICHHS, rOpHUIHA OOYUCITIOBAIbHA apXITEKTypa, CMapTKOHTPAKTH, ITU(PpPOBA
TpaHcdopMallisi eHEPreTHKH.
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